AyteHnTudukamnusa LDAP

AHHOTAITUA

ITOT OKYMEHT SBJIAETCS PYKOBOJCTBOM II0 HacTpolike cepBepa LDAP (B OCHOBHOM cepBepa
OpenLDAP) pmia ayreHTuUKAnuu B FreeBSD. 3TO II0JIE3HO B CHUTYyallMgX, KOIZIa MHOMKECTBO
CcepBepoB TpPeOYIT OAWMHAKOBBIX YUETHBIX 3allkCel II0JIb30BaTeslel, HallpyuMep, B KadecTBe
3aMeHsI NIS.
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1. IIpeguciioBue

JTOT JOKYMEHT IIpefHasHauveH JJIs TOT0, YTOOBI JaTh YUTATEJII0 JOCTaTOYHO 3HaHUM 0 LDAP mia
HacTpouku cepBepa LDAP. B [1gokymeHTe OyJeT NpeAllpUHATA IIONBITKA OOBSICHUTH
HUCII0JIb30BaHUe net/nss_ldap u security/pam_ldap i1 KJIMEHTCKUX MAIIWH, pabOTaroIUX C
cepBepoM LDAP.

I[To 3aBepIlleHUH UYUTaTesb JOJ/DKeH YMeTh HaCTPOUTh U pa3BepHYTH cepBep FreeBSD, crioco6HbBIM
pasmelathk KaTtasaor LDAP, a Tak)Ke HaCTPOUTH U PasBepHYTH cepBep FreeBSD, KOTOPBIN MOXKeT
IIPOXOIUTH ayTeHTUGUKAIIUIO C MCII0JIb30BaHMeM KaTasora LDAP.

JTa cTaThs He IIpeTeH/[yeT Ha HCUYEPIbIBAIOIIee OIIMCAaHMe BOIIPOCOB 6e30IIaCHOCTH, Ha/IE)KHOCTH
WIM JIYYIIUX IPAKTHUK HacTpoHMKu LDAP U ApPYTuX 06Cy’K/aeMBbIX 37leCh CEPBUCOB. XOTSI aBTOP
cTapaeTcs /leJlaTh BCé IIPaBUJIBHO, BOIIPOCHI 6€30IIaCHOCTH PacCMaTPUBAIOTCS JIMIIL B OOIIUX
yepTax. [J[aHHas CTaThs IO/DKHA PacCMaTPHUBATHCS TOJIBLKO KaK TeOpeTHUecKasi OCHOBA, a JIF06ast
peaybHas peaIH3aliys JOJDKHA COITPOBOXKIATHCS TIIaTeIbHBIM aHATM30M TPe60BaHUH.

2. HacTpouka LDAP

LDAP osHauaeT "Lightweight Directory Access Protocol" (06/ier4éHHBIM IPOTOKOJI AOCTyIla K
KaTajoraM) H sBJsIeTCd IIOAMHOXecTBOM X.500 Directory Access Protocol. ITociemHue
CrreliiGUKaIMU MOXKHO HaUTU B RFC4510 ¥ cBsA3aHHBIX JOKyMeHTaX. [1o cyTH, 3T0 6asa JaHHBIX,
KOTOpad IIperiosaraeT 60Jiee yacThble Ollepaljiy YTEeHUs, YeM 3aIIUCH.


https://cgit.freebsd.org/ports/tree/net/nss_ldap/
https://cgit.freebsd.org/ports/tree/security/pam_ldap/
http://www.ietf.org/rfc/rfc4510.txt

B mpuMepax B 9TOM IOKyMeHTe OyeT UCI0Jab30BaThCst LDAP-cepBep OpenLDAP; X0TSI HPUHITUIIBI,
U3JI0)KeHHBIe 371eCh, TO/DKHBI OBITH IIPUMEHHMBI K pPasJM4YHBIM CcepBepaM, 6oJiblllasg 4acTb
KOHKpPeTHBIX aJMUHUCTPATHUBHBIX JeUCTBUMN crneruuuHa it OpenLDAP. B mmoprax JOCTYIIHO
HeCKOJIbKO BepCHUM cepBepa, HanrpuMep net/openldap26-server. KiilmeHTCKHe cepBephl IIOTPeOYIOT
COOTBETCTBYIOIIIHE OUOIUOTEKHU Nnet/openldap26-client.

Cy111ecTBYIOT (B OCHOBHOM) iBe 06J1acTH CIy>KOBI LDAP, KoTOpbIe TpeOyroT HaCTpPOorKU. [lepBasg —
HaCTpoOMKa cepBepa I IPaBUJILHOIO IIpUéMa COeIMHeHNU, a BTopasd — Ao00aBJleHUe 3alIicel B
KaTaJIoT cepBepa, YTOObI MHCTPYMeHTHI FreeBSD 3HaiH, Kak ¢ HUM B3aUMO/IeHICTBOBATh.

2.1. HacTpouka cepBepa A1 NOAK/II0YeHUMN

o JTOT paszes OTHOCUTCI KOHKpeTHO K OpenLDAP. Eciiid BBl UCIIOJIB3YeTe OPYIoi
cepBep, BaM He0O6X0AMMO 00paTUTHCA K JOKYMEeHTAaIllH 3TOT0 cepBepa.

2.1.1. VcranoBka OpenLDAP

CHauasia ycraHoBHUTe OpenLDAP:

IIpumep 1. Yemarnoeka OpenLDAP

# cd /usr/ports/net/openldap26-server
# make install clean

JT0 ycTaHaBJHMBaeT OWMHapHble Qaiyibl slapd m slurpd, a TakKe HeoOXOoAUMbIe OHUOJIHUOTEKHU
OpenLDAP.

2.1.2. HacTpoiika OpenLDAP
Jlajiee MBI T0JDKHBI HacTPOUTh OpenL.DAP.

Bam citemyeT Tpe6oBaTh IIHU(pPOBAaHUE COeIUHEHHI C cepBepoM LDAP; B IIPOTHUBHOM Ciy4ae
IIapoJi BalllUX II0JIb30BaTesiell OyAyT IlepefaBaTbCd B OTKPBITOM BHZE, UYTO CUHUTAETCA
He6e30I1aCHBIM. HCTPYMEHTEI, KOTOPBle MBI Oy[ieM HCIIOJIb30BaTh, IIOAJEPKUBAIOT IBa OYeHb
IIOXO0XKUX TUIIa IuppoBaHud: SSL u TLS.

TLS o3Havaer "Transportation Layer Security". Ciay>k6bl, ucnosbayromipe TLS, 006bIYHO
IIOJKJIIOYAIOTCA K TeM JKe IIopTaM, 4YTO U aHaJIOTU4YHBIe CIy>KObI 6e3 TLS; TakuMm obpasom, SMTP-
cepBep c nopmepskkoir TLS OyzeT oKuUaaTh IOAKIOUYEHUM Ha mopty 25, a LDAP-cepBep — Ha
nopty 389.

SSL o3HauaeT «Secure Sockets Layer», u Ciy>KObI, peasusywlire SSL, He pab0oTalT Ha TeX Ke
II0PTax, 4TO U UX a”HasIoru 6e3 SSL. TakuMm o6pa3om, SMTPS ucnosib3yet mmopt 465 (a He 25), HTTPS
— 11opT 443, a LDAPS — 11opT 636.

[IpuurHa, 10 KOoTopo#t SSL wucmoJsik3yeT Apyroidt mopT, yeM TLS, 3akiroyaeTcs B TOM, UYTO
coequHeHre TLS HauuHaeTcs KaK OOBIYHBIM TEeKCT M IIepeKIouaeTcs Ha 3alTudpoBaHHBIN


http://www.openldap.org/
https://cgit.freebsd.org/ports/tree/net/openldap26-server/
https://cgit.freebsd.org/ports/tree/net/openldap26-client/

Tpaduk 1ocae nupeKTUBBI STARTTLS. CoeguHeHus SSL 3armudpoBaHbl ¢ CaMOro Hauajsa. Kpome
9TOTrO, CYI[eCTBEHHBIX Pa3/INUYUN MeXXy HUMU HeT.

o Msrr HacTpouM OpenLDAP g ucronb3oBaHus TLS, Tak Kak SSL cumTaercsa
ycTapeBIIHM.

[Tocte ycraHoBKH OpenLDAP 4epe3 TIIOPTBI C/IeAylOllMie IlapaMeTpbl KOHQUIYpalluHd B
/usr/local/etc/openldap/slapd.conf Bkirouat TLS:

security ssf=128

TLSCertificateFile /path/to/your/cert.crt
TLSCertificateKeyFile /path/to/your/cert.key
TLSCACertificateFile /path/to/your/cacert.crt

B aToM mpuMepe ssf=128 ykaseiBaeT OpenLDAP Tpe6oBaTh 128-6MTHOe IIMPpOBaHUE [ BCEX
COeIMHEHUH, KaK JUId IIOKMCKa, TaK U I 0OHOBJIEHUA. JTOT IIapaMeTp MOKeT OBITh HacTPOEeH B
COOTBETCTBUH C TpebGOBaHUIMU 6€30I1aCHOCTH BallleTro calTa, HO 0CIabJaTh ero TpebyeTcs pefKo,
TaK KaK 00JIBIIIMHCTBO 6M6/1M0TeK LDAP-KIMeHTOB II0/Iep>KUBAI0T CTOMKOe I ppOBaHHUe.

dartel cert.crt, cert.key u cacert.crt He06XOZUMBI i1 ayTeHTUPUKAIIUU KIUEeHTaMHU 8dC KaK
nerictBUTeIbHOTO LDAP-cepBepa. Ecii BaM IIPOCTO HY’KeH pabOTAIOIUI cepBep, BBl MOYKeTe
CO3/1aTh CaMOIIOAIIMCAaHHbBIN cepTUPUKAT C IIOMOII[bI0 OpenSSL:

IIpumep 2. I'enepauust RSA-karoua

% openssl genrsa -out cert.key 1024

Generating RSA private key, 1024 bit long modulus
.................... +HHHH+

R

e is 65537 (0x10001)

% openssl req -new -key cert.key -out cert.csr

Ha sToM aTame BaM OyZeT IIpeJIOKEHO BBECTH HEKOTOPhIe 3HaUEHUs. Bbl MO’KeTe BBECTHU JIHOObIe
3HaUeHHs, KaKHe II0’KesaeTe; OMJHAKO Ba)KHO, 4TOOBI 3HaueHHe "Common Name" (OO0Iee mms)
OBLJIO IIOJTHBIM [IOMEHHBIM HMeHeM cepBepa OpenLDAP. B HaleM ciaydae U B IIPUBEIEHHBIX
IIprMepax CepBep HasbIBaeTcs server.example.org. HellpaBUJIbHOe yKasaHHe 3TOI0 3HaYeHUs
MOKET IIPUBECTH K CO0SIM IIPU IIOJK/II0OYEeHUH KJIMEHTOB. 9TO MOKET CTaTh IIPUYUHOMN CEePbE3HBIX
Ipo6Js1eM, ITI03TOMY BHUMATEJILHO CIeIYUTe 3TUM I1araM.

Haxkonerr, 3aIIpoC Ha IIOAIIHNCh cep’rn@uxa’ra OOJIDKEH OBITH IIOAITHCaH:

ITpumep 3. CamocmosamebHas NOONUCL cepmuguxama

% openssl x509 -req -in cert.csr -days 365 -signkey cert.key -out cert.crt



Signature ok
subject=/C=AU/ST=Some-State/0O=Internet Widgits Pty Ltd
Getting Private key

JTO CO3/aCT CAaMOIIOAIIUCAHHBIN CepTUPUKAT, KOTOPHIM MOYKHO HCIIOJIL30BaTh [JII JUPEKTUB B
slapd.conf, rme cert.crt u cacert.crt IpeAcTaBJIAIOT C000M OOUH M TOT Xe ¢aiyl. Ecau BHI
IUTaHUPYeTe UCII0JIb30BaTh MHOKECTBO cepBepoB OpenLDAP (mja peruvtnkanuu yepes slurpd),
PEeKOMeHAyeTCsI O03HAaKOMUTBCA C pasfesoM Cepruduxarsl OpenSSL g LDAP, 4YTOOBI
CreHepupoBaTh KUY IleHTpa cepTu¢ukaruu (CA) U HUCIOIB30BaTh €ro I IIOZIIHCH
UH/IVBUYaJIbHBIX CePTUPUKATOB CEPBEPOB.

[Tocse aToro o6aBbTeE CiIeayrolee B /etc/rc.conf:
slapd_enable="YES"

3areM BwImOIHUTE /usr/local/etc/rc.d/slapd start. 310 pmo/pkHO 3amycTHTBE OpenLDAP.
Y6emuTech, UTO OH CJIyIIaeT IIOPT 389 ¢ IIOMOIIBI0

% sockstat -4 -p 389
ldap slapd 3261 7 tcpd  *:389 *oE

2.1.3. HacTpoiiKa KJIMeHTa

YcrarnoBuTe nopT net/openldap26-client mus 6ubarorek OpenLDAP. KiieHTCKHe MalllMHBL BCeT/a
OoyayT uMeTh 6ubsmoTekn OpenLDAP, Tak Kak OHHU CofieprKaTcd B IakeTax security/pam_ldap u
net/nss_ldap, mo KpaiHei Mepe, Ha JaHHBIX MOMEHT.

daiiy1 koHQUTrypanmu g 6ubsmorek OpenLDAP — 3to /usr/local/etc/openldap/ldap.conf.
OTpemakTUpPyHTe 3TOT Qaii, yKasaB CjIeyIollre 3HaUeHUS:

base dc=example,dc=org

uri ldap://server.example.org/

ssl start_tls

tls_cacert /path/to/your/cacert.crt

o BaykHO, UTOOBI YV BalllUX KJIMEHTOB OBLI JOCTVII K cacert.crt, ”Haue OHH He CMOTYT
IIOAK/ITIOYUTHCHA.

CymectByeT nBa ¢aia ¢ umeHeM ldap.conf. IlepBbIi — 3TO JaHHBIN Garir,

o IpefHasHayeHHbINA U1 6uUOaU0TeK OpenLDAP u oIpefesdrolluvii, Kak
B3auUMOJIEICTBOBaThL C  cepBepoM. Bropoit —  /usr/local/etc/ldap.conf,
UCII0JIb3yeTcd pam_ldap.

Ha sToM sTame BBl JOJDKHBI OBITH B COCTOSIHUU BBINIOJHUTH ldapsearch -7 Ha KJIHEHTCKOH


https://cgit.freebsd.org/ports/tree/net/openldap26-client/
https://cgit.freebsd.org/ports/tree/security/pam_ldap/
https://cgit.freebsd.org/ports/tree/net/nss_ldap/

MallruHe;, -/ o3HavaeT "HUCII0/IL30BaTh TLS". ECJIM BBl CTOJIKHETECH C OINMHOKOM, 3HAUUT UTO-TO
HAaCTPOeHO HeNpaBUWIbHO; CKOpee BcCero, IpobsieMa B BallluxX cepTUdHUKaTax. HCIIOIb3yUTe
s_client 1 s_server m3 openssl(l), 4To6Bl ybemUTHCI, UTO OHM IIPaBUJIbHO HACTPOEHBI U
IO CAHBI.

2.2. 3anucu B 6a3e JaHHBIX

AyTteHTHUKaUs B KaTasiore LDAP 06BIYHO BBIIIOJIHSAETCA IIyTeM IIOIBITKHU IIPUBA3ATHCI K
KaTaJIOIy KakK IIOAKJIIYAIIIUICA I10Jb30BaTesb. JTO [ejlaeTcs IIyTeM YCTaHOBKH "IIPOCTOM"
IIPUBA3KU K KaTaJIoIy C IIpeJ0CTaBJIeHHBIM MMeHeM II0JIb30BaTessd. EC/IM CyllleCTByeT 3aIlUCh C
uid, paBHBIM HMMEHM IIOJIb30BaTesd, U aTpuOyT userPassword 3TOM 3aIllMCH COBHAJLAeT C
IIpe/loCTaBJIeHHBIM I1ap0JjIeM, TO IIPUBS3KA IIPOXOAUT YCIIEIIHO.

l'IepBoe, YTO HaM HY>KHO CIeJsaTbhb, — 3TO OIIpenejrdTh, I'le B KaTaJjore 6y,I[YT HaXO0UTBCAd Halllk
II0JIb30BAaTEJIH.

basoBoil 3amumchl0 I Halled 6asbl JaHHBIX sBisieTcd dc=example,dc=org. CraHAapTHOe
pacrioyio’keHHe II0JIb30BaTeslel, KOTOpOoe OKHUJaeT OOJIBIIIMHCTBO KJIUEHTOB, BBIIVISITUT
IIpUMEPHO KakK ou=people,base, II03TOMY 3ZeCh Oy[eT HCIIOJb30BATHCI HMEHHO 3T0. OIHAKO
ciieqyeT IIOMHUTB, UTO 3TO HaCTPauBaeT .

Takum ob6pasoM, 3amuch ldif g1 opraHU3ariMOHHOIO HOApasfesieHus people OyAeT BBIVISETH
CJIeIYIOIIIMM 06pasoMm:

dn: ou=people,dc=example,dc=org
objectClass: top

object(Class: organizationalUnit
ou: people

Bce moJib30BaTe M GYAyT CO3/IaHbI KaK IIOpa3/esibl 3ITOM OpraHU3aI[MOHHOHN eTHHHUIIHL.

HekoTopble pasMBIIIIEHUs CTOUT IIOCBATUTD KJIACCY 00BEKTOB, K KOTOPOMY OyAyT IIPUHAa/JIeKaTh
Balllk II0JIb30BaTeJIU. BOJIBIIMHCTBO MHCTPYMEHTOB II0 YMOJIYaHUIO HCIIOJB3YIOT people, 4TO
IIOJXO[JUT, €CJIM BaM IIPOCTO HY>KHO IIPEJOCTaBUTh 3alIMCH I ayTeHTUQUKAUU. OfHAaKO, eCcIu
BBl TaK)Ke cobupaeTech XpaHUTb MHGOPMAIUI0O O II0JIb30BaTessIX B 6ase JaHHBIX LDAP, BaM,
BEPOSITHO, CTOUT UCII0JIb30BaTh inetOrgPerson, KOTOPBIM MMeeT MHOXKECTBO I10JIe3HBIX aTPUOYTOB.
B s11060M cily4dae, COOTBETCTBYIOII[HE CXeMBbl JOJDKHBI OBITH 3arpy>keHs! B slapd.conf.

A7 aTOr0 IIpuMepa MbI OyZeM HCIO0JIb30BaTh KJacC 00BbeKTa person. ECJIM BBl HCIIOJIb3yeTe
inetOrgPerson, I1ary MpakKTUYeCKU UIEHTUYHBI, 38 UCKJIIOUEeHHEeM TOT0, UTO aTPUOYT Sn SIBJISIETCS
00s13aTeJILHBIM.

UT06BI 06AaBUTH TECTOBOTO I10JIb30BaTe s ¢ UMeHeM tuser, ldif-gpaiin [o/KeH BBIVIAIETh TaK:

dn: uid=tuser,ou=people,dc=example,dc=org
object(Class: person

objectClass: posixAccount

object(Class: shadowAccount


https://man.freebsd.org/cgi/man.cgi?query=openssl&sektion=1&format=html

objectClass: top
uidNumber: 10000
gidNumber: 10000
homeDirectory: /home/tuser
loginShell: /bin/csh

uid: tuser

cn: tuser

Sl maunnHar UID mosb3oBaTesieit LDAP ¢ 10000, uTo6bI M36eKaTh KOHPIUKTOB C CUCTEMHBIMU
YUYETHBIMU 3aIIUCSIMU; BBl MOKETE HaCTPOUTD JIF000€e YK CIIO0 3/1eCh, IIPU YCJA0OBHUU YTO OHO MEHbIIIe
65536.

Taxoke H606X0,U;I/IMBI 3aIlKCH I'PVIIIIL. OHHt HaCTpanMBaAIOTCA TaK K€, KaK 3allhCHU II0JIb30BaTeJIel, HO
MBI GY,ILGM HCIIOJIB30BaTh CTaHAAPTHBIE 3HAYEHUS, HpI/IBeHéHHBIe HUKe:

dn: ou=groups,dc=example,dc=org
objectClass: top

object(Class: organizationalUnit
ou: groups

dn: cn=tuser,ou=groups,dc=example,dc=org
objectClass: posixGroup

object(Class: top

gidNumber: 10000

cn: tuser

UTo6B!I 106aBUTH UX B Ballly 0a3y JaHHBIX, BBl MOKeTe HCII0JIb30BaTh slapadd man ldapadd masa
¢darina, comeprkalero 3TH 3alluCU. AJIbTepHaTUBHO, BBl MOYKeTe HCII0JIb30BaTh sysutils/ldapvi.

YTuiauTa ldapsearch Ha KJIMeHTCKOM MalllMHe Tellephb J0J/DKHA BO3BpalllaTh 3THU 3allMCU. Eciiu aTo
TaK, Ballla 6asa [JaHHBIX [PaBUJILHO HAaCTpPOeHa [JI1 MCIIOJb30BaHUA B KadyeCcTBe cepBepa
ayreHTUQUKau LDAP.

3. Koujpurypamusa KJimeHra

KireHT yXe [Oo/DKeH UMeThb 6ubimoreku OpenLDAP n3 HacrTpolika KiMeHTa, HO €eCJIH BBI
yCTaHaBJIUBaeTe HECKOJIbKO KJIMEeHTCKHUX MallllH, BaM II0TpebyeTcd YCTaHOBUTH net/openldap26-
client Ha KaXKJI0¥1 U3 HUX.

[t ayreHTUUKAIIMU Ha cepBepe LDAP B FreeBSD He0o6X0AWMO yCTaHOBUTH [Ba IIOpPTA:
security/pam_ldap u net/nss_ldap.

3.1. AyreHTUPUKAIUA

security/pam_ldap HacTpauBaetcs uepes /usr/local/etc/ldap.conf.

o 10 dpyeoll aiin, OTIUUYHBINA OT paiyia KOHQUTYpaITuU OUOIU0TEeYHBIX QYHKITUN


https://cgit.freebsd.org/ports/tree/sysutils/ldapvi/
https://cgit.freebsd.org/ports/tree/net/openldap26-client/
https://cgit.freebsd.org/ports/tree/net/openldap26-client/
https://cgit.freebsd.org/ports/tree/security/pam_ldap/
https://cgit.freebsd.org/ports/tree/net/nss_ldap/
https://cgit.freebsd.org/ports/tree/security/pam_ldap/

OpenLDAP, /usr/local/etc/openldap/ldap.conf; omfHakKoO OH IpUHUMaeT MHOTHE U3
TeX JKe ITapaMeTpoB; GaKTHUUeCKH OH ABJIAIeTCS HaJMHOKeCTBOM 3TOro ¢aiiia. B
OCTaBIIIEMCI 4YacTU I3TOTO pasfesia CCbUIKA Ha ldap.conf 6ymyT o3HauaThb
/usr/local/etc/ldap.conf.

TakuMm o06pa3oM, Mbl 3aXOTHM CKOIIMPOBAaThb BCe HCXOAHBIEe IIapaMeTphl KOHQUTypaIlluy H3
openldap/ldap.conf B HoBEIN ldap.conf. ITocse aToro HaM HY»KHO yKasaTh security/pam_ldap, 4To
HCKaTh Ha cepBepe KaTaJoroB.

MBI ueHTUQUITUPYEeM HaIIUX I0JIb30BaTeJIel ¢ IIOMOIIbio aTpubyTa uid. YToO6BI HACTPOUTH 3TO
(X0T4 9TO 3HaUEHUeE 110 YMOJYaHUI0), YKaKUTe JUPEeKTUBY pam_login_attribute B Idap.conf:

ITpumep 4. Yemarnoeka pam_login_attribute

pam_login_attribute uid

C TakuMm HabopoM, security/pam_ldap OymeT uckaTb BO Bcell LDAP-mupekTopuu mop base
3HayeHHWe uid=yma_nonb3oBaTens. ECJM OHO HAWAET OJAHY UM TOJBKO OJHY 3allvcCh, OyJAeT
IIpeJIIpUHATA IIONBITKA IPUBS3aTHCA K ITOM 3allMCU C UCIIOJIb30BaHUEM IIpe0CTaBJIEHHOIO
napoJsid. Ecaiu ImpuBsi3Ka IIPOU30MIET YCIIEIHO, JAOCTYII Oy/eT paspelléH. B IIpoTUBHOM ciydae
IOCTYII OyZeT 3alpelréH.

[Tosib30BaTe sy, Ubd 000JI04KaA He yKaszaHa B /etc/shells, He cMOTYT BOUTH B cCTEMY. 9TO 0COOEHHO
Ba’kHO, Korga Bash ycraHoB/IeH Kak 000JI0UKa I10JIb30BaTe s Ha cepBepe LDAP. Bash He BXOIUT B
CTaHJapTHY ycTaHOBKY FreeBSD. IIpu ycTaHOBKe K3 IIaKeTa WJIM IIOPTa, OH pacliojiaraeTcs B
/usr/local/bin/bash. Y6egurtech, 4To IIyTh K 060JI04Ke Ha CepBepe yKa3aH IIPaBUIbHO:

% getent passwd username

Eciin B mmociieHeM cTos1011e BBIBOZA yKasaH /bin/bash, ecTb 1Ba BapuaHTa JelcTBUN. [IlepBBIA —
U3MEHUTH 3aIllUCh I10JIb30BaTess1 Ha cepBepe LDAP Ha /usr/local/bin/bash. Bropoii BapuaHT —
CO3aTh CUMBOJIMYECKYIO CCHIIKY Ha KJIMEHTCKOM KoMIibloTepe LDAP, uTo6bl Bash Haxoguics B
IIPaBUJILHOM MecCTe:

# In -s /usr/local/bin/bash /bin/bash

V6enurech, uTto ¢amn /etc/shells comep>xut s3amwmcu masa /usr/local/bin/bash m /bin/bash. Ilocie
9TOTO II0JIb30BaTeJIb CMO’KeT BXOJIUTH B CUCTEMY C Bash B KauecTBe 060I0UKH.

3.1.1. PAM

PAM, u4to o3HauaeT "Pluggable Authentication Modules" (mogkir4YaeMble MOMAYJIN
ayTeHTU(QUKAIIUH), SIBJISIETCI MEeTOAO0M, C IIOMOLIbI KoToporo FreeBSD ayTeHTUQUITUPYeET
OOJIBIIIMHCTBO CBOMX CeaHCOB. UT0OBI ykasaTb FreeBSD, 4TO MBI XOTHM MCIIOJIB30BaTb LDAP-
cepBep, HaM He06X0AMO 106aBUTH CTPOKY B COOTBETCTBYIOIIUU paiis PAM.


https://cgit.freebsd.org/ports/tree/security/pam_ldap/
https://cgit.freebsd.org/ports/tree/security/pam_ldap/

B GOJBIIMHCTBE CjydaeB Homxomdinuit ¢air PAM — ato /etc/pam.d/sshd, ecsi Bl XOTHTe
ucrionb3oBatb SSH  (He  3a0yabTe  yCTaHOBUTHL  COOTBETCTBYHIOI[ME  IIapaMeTphl B
/etc/ssh/sshd_config, mHaue SSH He 6yzeT ucroab30BaTh PAM).

YT006BI UCII0JIE30BaTh PAM 111 ayTeHTUQHUKAIINUY, J06aBbTe CTPOKY

auth sufficient /usr/local/lib/pam_ldap.so no_warn

CTpOI‘OG MeCTO, IZie 3Ta CTPOKa IIOABJISIETCS B q)afme, 1 KaKHe OIIIMHKA YKa3aHbl B YE€TBEPTOM
CTOJIﬁI_Ie, OIIpee/III0T TOUHOE II0OBe/IEHUE MEXaHHU3Mad aYTeHTI/I(l)I/IKaHI/II/I; CM. pam(d)

C Tako¥ KOHQUTypaIirel Bbl CMOYKETe ayTeHTUQUITUPOBATH I10/1b30BaTesd B LDAP-kaTasore. PAM
BBIIIOJIHUT IIPUBSA3KY C BalllUMH Y4YeTHBIMU JaHHBIMU, U B CjJydae ycrexa coobmur SSH
paspeluTs JOCTYIL.

OpHako paspeliaTb KaxO0oMy II0JIb30BaTeII0 B KaTalore JOCTYIl K Kax 0ol KIINeHTCKOU MallluHe
— He Jy4ltad uped. IIpu Tekyllleli KOHQUIypaIliy II0JIb30BaTeJI0 /i1 BXOZAa Ha MallUHY
IOCTaTOYHO Hajuuug 3anmucyd B LDAP. K cuacTblo, eCTh HeCKOJIBKO CIIOCOO0B OrPaHUYMTh JOCTYII
I10JIb30BaTeJIeH.

ldap.conf mopep>KxuBaeT TUPEKTHBY pam_groupdn; Kaskaas yUE€THAsI 3aIIUCh, ITOIK/II0YAIOIAsICI K
3TOM MaIllUHe, T0/DKHA OBITH YWIEHOM T'PYIIIHI, YKa3aHHOM 37iech. HammpuMep, ecyii y Bac ecThb

pam_groupdn cn=servername,ou=accessgroups,dc=example,dc=org

B ldap.conf, Torma TOJIBKO YIeHBI 3TOM I'PYNIIBI CMOTYT BOMTH B cucTeMy. OHAKO eCTh HeCKOJIBKO
MOMEHTOB, KOTOpbI€ C/Ie[lyeT YIUTHIBATh.

VYacTHHUKH 3TOM TPYIIbl yKasbIBAalOTCI B OJHOM IJIM HeCKOJIbKUX aTpubyrax memberUid, u
Ka)KIbIH aTpHUOYT JOJDKEH COZlepKaTh II0JTHOE OTJIMYAIoIleecs UMs yJyacTHHKA. TakuM 06pasoM,
memberUid: someuser He cpaboTaeT; HEOOXOQUMO YKa3aTh:

memberUid: uid=someuser,ou=people,dc=example,dc=org

Kpome Toro, 3Ta JUpEeKTHUBA He IIpoBepseTcd B PAM Bo BpeMs ayTeHTUQUKALIMY, OHa IIPOBEPSIeTCS
BO BpeMsl yIIpaBJIeHUs YUETHBIMU 3alIUCAMHU, II09TOMY BaM IIOHAZ00UTCS BTOpas CTPOKa B BaIllUX
PAM-daiiax B paspesie account. 3To, B CBOIO OUepe/lb, IIOTPEOYET, UTOOBI KaxCOblil I10J1b30BATEIb
OB YKas3aH B IPyIIlle, UYTO He 00g3aTeJIbHO COOTBETCTBYET HAIllUM >KesJaHUAM. UT0OBI U36eKaTh
OJIOKUPOBKH II0JIb30BaTeJslel, He Haxojdmuxca B LDAP, cirefyeT BK/IIOYUTH aTpPUOYT
ignore_unknown_user. HakoHeIl, ceqyeT yCTaHOBUTh ONIITUI0 ignore_authinfo_unavail, 4T0OBI He
0Ka3aThCs 3a0JIOKUPOBAaHHBIM Ha Ka’K/[0M KOMIIbIOTepe IIPU HeJOCTYITHOCTU LDAP-cepBepa.

Bam ¢ai1 pam.d/sshd Mo>keT B UTOre BHIIVIA/IETD TaK:


https://man.freebsd.org/cgi/man.cgi?query=pam&sektion=d&format=html

IIpuwmep 5. [Ipumep pam.d/sshd

auth required pam_nologin.so no_warn

auth sufficient pam_opie.so no_warn no_fake_prompts
auth requisite pam_opieaccess.so no_warn allow_local
auth sufficient /usr/local/1lib/pam_ldap.so no_warn

auth required pam_unix.so no_warn try_first_pass
account required pam_login_access.so

account required /usr/local/1lib/pam_ldap.so no_warn

ignore_authinfo_unavail ignore_unknown_user

ITockO/IBKY MBI 106aBJIZeM 3TH CTPOKM KOHKPeTHO B pam.d/sshd, sTo 1moBiuser

o TOJILKO Ha SSH-ceaHchl. [Tosib30BaTenu LDAP He CMOTYT BOUTH Uepe3 KOHCOJIb.
UT06BI M3MEHUTh 3TO IIOBEJeHUWe, U3yUUTe OCTaJbHble Qaiyibl B /etc/pam.d u
HU3MEeHHUTe UX COOTBETCTBYIOIIIUM 00pasoM.

3.2. Name Service Switch

NSS — aro ciayxba, KOTOpas COIIOCTaBJiieT aTpUOyTHl C MMeHaMHU. Hampumep, ecau ¢aiia
IPUHAUIEKUT II0JIb30BaTea 0 1001, mpuaoskeHHe 3ampocuT y NSS mmda g 10017 U MoxKeT
IIOJIyYUTH bob, ted mum sir060e Apyroe MMs I10/1b30BaATENIS.

Teneppb, korma MHGoOpMALMsg O II0Jb30BaTessIX XpaHUTcd B LDAP, Heo6xomumo ykasaTb NSS
obpalaTbcs Tyzia IIPU 3aIrpocax.

[TopT net/nss_ldap BeimlosHSAeT 9T0. OH HUCHOJIb3yeT TOT K€ KOHQUIYpPallMOHHBIN (aiy, 4yTo U
security/pam_ldap, ¥ 1Iocje YCTaHOBKHM He J0JDKeH Tpe60BaTh [JOIIOJHUTEIbHBIX IIapaMeTpOB.
BMmecTo 3TOro OCTaéTcsl IIPOCTO OTpelaKTHUpoBaTh /etc/nsswitch.conf, 4To6kI BOCIIOIB30BATHCSA
IIpeuMyIliecTBaMHU KaTaJora. IIpocTo 3aMeHuUTe CJIe[yIolhe CTPOKHU:

group: compat
passwd: compat

CTPOKOM

group: files ldap
passwd: files ldap

IJTO IIO3BOJIUT COIIOCTABJISITH UMeHa ITosib3oBaTesied ¢ UID u UID ¢ mMeHaMU I10JIL30BaTe e,

[Tosgpasiisem! Teleph y Bac J0/DKHa paboTaTh ayTeHTUQUKALUS yepe3 LDAP.


https://cgit.freebsd.org/ports/tree/net/nss_ldap/
https://cgit.freebsd.org/ports/tree/security/pam_ldap/

3.3. IIpemocrepeskeHus

K cokaseHuio, Ha MOMEHT HAIIMCAaHUS J9TOM [OKyMeHTaluu FreeBSD He mojep>KuBall
U3MeHeHUe I1apoJied II0JIb30BaTesied C IIOMOIbl passwd(l). B pesyiabTaTe OOJBIIUHCTBY
aJIMUHUCTPATOPOB IPUXOAUTCA CaMOCTOSITEJHLHO pPeaju30BbIBAThH pellleHHe. 371eCh I IPUBOXKY
HEeCKOJILKO IIpuMepoB. O6paTUTe BHUMaHUe, YTO eCJIH BBl IIHIeTe COOCTBEHHBIU CKPUIT I
CMEeHBI I1apoJisl, BaM CJlelyeT YUYUTHIBATH HEKOTOphle IIP06JieMbl 6€30IIaCHOCTH; CM. XpaHeHUe
mapoJsie

ITpumep 6. Ckpunm 060/104KU 05 USMEHEHUS napo.iell

#!/bin/sh
stty -echo
read -p "0Old Password: " oldp; echo
read -p "New Password: " np1; echo
read -p "Retype New Password: " np2; echo
stty echo
if [ "$np1" != "$np2" 1; then
echo "Passwords do not match."
exit 1
fi

ldappasswd -D uid="$USER",ou=people,dc=example,dc=org \

-w "$oldp" \
-a "$oldp" \
-5 n$np—| "

JTOT CKpPUIT IIOYTH He IIpOBepsieT OIMMOKH, 4TO 06oJjiee Ba)KHO, OH O4YeHb
OecrieyeH B TOM, KaK XpaHUT Ballld IIapoJyid. EC/IM BHI JlejlaeTe 4TO-TO IIOZ0OHOe,
: 10 KpaliHell Mepe U3MeHUTe 3HaueHue Sysctl security.bsd.see_other_uids:

# sysctl security.bsd.see_other_uids=0

Boslee TMOKHI (M, BeposAITHO, 6osiee 6Ge30MaCHBIM) ITO/IXOZ MOJKeT OBITH peasM30BaH IIyTeM
HallMCaHUsl COOCTBEHHOM IIporpaMMbl HJIM Jake BeO-uHTepdelica. Hrpke IIpuBefieHa 4acThb
6ubsroTeku Ha Ruby, KoTopas 1103BOJIZeT U3MeHATh I1apoayd B LDAP. OHa HCII0/Ib3yeTcsd KaK B

KOMaH/THOH CTPOKe, TaK U B BeGe.

ITpumep 7. Ruby-ckpunm 045 usmMeHeHUs napo.iell
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require 'ldap'
require 'base64’
require 'digest’


https://man.freebsd.org/cgi/man.cgi?query=passwd&sektion=1&format=html

require 'password' # ruby-password

ldap_server = "ldap.example.org"
luser = "uid=#{ENV["USER']},ou=people,dc=example,dc=org"

# get the new password, check it, and create a salted hash from it
def get_password

pwd1 = Password.get("New Password: ")

pwd2 = Password.get("Retype New Password: ")

raise if pwd1 != pwd2
pwd1.check # check password strength

salt = rand.to_s.gsub(/0\./, '")
pass = pwdl.to_s
hash =

"{SSHA}"+Baseb4.encodeb4(Digest::SHAT.digest("#{pass}#{salt}")+salt).chomp!
return hash

end
oldp = Password.get("0ld Password: ")
newp = get_password

# We'll just replace it. That we can bind proves that we either know
# the old password or are an admin.

replace = LDAP: :Mod.new(LDAP: :LDAP_MOD_REPLACE | LDAP::LDAP_MOD_BVALUES,
"userPassword",
[newp])

conn = LDAP::SSLConn.new(1ldap_server, 389, true)
conn.set_option(LDAP: :LDAP_OPT_PROTOCOL_VERSION, 3)
conn.bind(luser, oldp)

conn.modify(luser, [replace])

X0oTd 3TO He rapaHTUPyeT OTCYTCTBUS YSI3BUMOCTeM (HampuMep, Iapob XPaHUTCSI B IAMSITH),
TaHHBIN ITO/IX0 YMIle U TH6Ue, UeM IIPOCTOM CKPUIT Ha sh.

4. be3011aCHOCTD

Temnepp, Korga Ballld MallIUHEIL (M, BOSMOYKHO, PyTHeE CIy>KOBI) IIPOXOJAT ayTeHTUQUKAIIUIO Uepes
Ball LDAP-cepBep, 3TOT cepBep HeOOXOAMMO 3alJUTUTh KaK MHHHUMYM TaK e, Kak
/etc/master.passwd Ha OOBIYHOM cepBepe, a BO3MOXKHO, U JIyYllle, IIOCKOJIbKY CIOMaHHBIM HJIH
B3JI0MaHHBIM LDAP-cepBep HapyILIUT paboTy BCeX KJIMEHTCKUX CIIY>KO.

[IoMHHUTe, YTO 3TOT PpasjieJ] He SBJSIETCS UCUEPILIBAIOIUM. BaM cjefyeT IIOCTOSTHHO
IlepecMaTPUBATh CBOI0 KOHQUTYPAITUIO U IIPOIIeAYPHI AJI YIYUIIIeHHH.
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4.1. VcTaHOBKA aTPUOYTOB TOJIBKO /IS YTEeHUS

HexkoTtopsle aTpubyThl B LDAP M0JDKHBI OBITH AOCTYIIHBI TOJIBKO U1 UTeHUA. ECJIM 0CTaBUTh HUX
OOCTYIIHBIMHU /I 3alIMCH II0JIb30BaTesieM, HallpuMep, II0JIb30BaTesb MOXKET M3MEeHUTH CBOM
aTpuoyT uidNumber Ha 0 ¥ IIOJIY4YUTH JOCTYII root!

Jly1g Hadasia aTpubyT userPassword He [OJDKeH OBITH JOCTYIIEH [JI1 YTeHUs BceM. [1o yMoI4aHUIo
JII000M, KTO MO>KeT MOAKIKYUTHLCI K LDAP-cepBepy, MOXKeT UYHTaThb 3TOT aTpPUOYyT. UTOOBI
OTKJIFOUYUTH 3TO, To6aBbTe ciexaytolee B slapd.conf:

IIpumep 8. CKpvimb napoau

access to dn.subtree="ou=people,dc=example,dc=org"
attrs=userPassword
by self write
by anonymous auth
by * none

access to *
by self write
by * read

3TO 3allpeTUT 4YTeHHEe anI/IGYTa userPassword, HO IIO3BOJIUT II0JIb30BATEJSIM H3MEHSTH CBOU
COOCTBEHHBIE I1apoJIn.

Kpome Toro, cienyeT 3allpeTUTh I10JIb30BaTEIIM U3MEHITh HEKOTOPbIe U3 CBOUX aTpUOyTOB. I1o
YMOJITYaHUIO I10JIb30BATEIN MOI'YT U3MEHATH JII00ble aTpUOYTHI (3a UCK/IIUEeHUEeM TeX, KOTOpble
camMu cxeMbl LDAP 3ampemiaroT H3MeHATh), Takhe Kak UuidNumber. YUTO6GBI YyCTPpaHUTH 3Ty
yA3BUMOCTb, U3MEHUTe IIPUBeIEHHOE BHIIIIE Ha

ITpumep 9. Ampubymsl mo/16Ko 0151 UMeHUs

access to dn.subtree="ou=people,dc=example,dc=org"
attrs=userPassword
by self write
by anonymous auth
by * none

access to attrs=homeDirectory,uidNumber,gidNumber
by * read

access to *
by self write
by * read

3TO IIpeaoTBPaTUT BO3MOKHOCTD II0JIb30BaTeJIe MaCKHpPOBAThCA IIOA APYIUX II0JIb30BaTeJIe .
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4.2. OnpepesieHre Y4eTHOU 3anuCcH root

YacTo ydyeTHas 3aIlkCh root WM afMUHHCTPATOpa I CaIy>KO0bI LDAP 6ymeT ompesesieHa B daiiie
KoH¢uryparuu. Haripumep, OpenLDAP 1iofiep>KuBaeT 9TO, U 3TO paboTaeT, HO MOXKET IIPUBECTU
K IIpo6siemaM, ecau ¢pair slapd.conf 6yzeT ckoMIIpoMeTUPOBaH. BO3M0O>KHO, JIydllle UCII0Ib30BaTh
9TO TOJILKO /I II€PBOHAYaJIbLHOM HACTPOMKH AocTyIia K LDAP, a 3aTeM OIIpefe/IUTh YUYETHYIO
3amuch root Tam.

E1fe siydlite onpeieIMTh YYeTHBIE 3alIMCH C OTPaHHYeHHBIMU IIpaBaMH U II0JTHOCTHI0 UCK/IIOYUATH
y4eTHyI0 3aluch root. HampmMmep, Iosib3oBaTesy, KOTOpPble MOTYT [00aBJSATH WJIN YJaJIAITh
y4eTHBIe 3alIKCH, J00aBJILI0TCI B OfHY I'PYIIIY, HO CAaMX He MOI'YyT U3MEHSTh COCTaB 3TOM I'PYIIIIBL.
Takasi ITOJTUTHKA 6€30I1aCHOCTH IIOMOKeT CHU3UTH I10CIeCTBUS YTEUKH I1apoJIs.

4.2.1. CosmaHue rpynnsl ynpaBjieHHUs

[IpeAIIoIoyKHUM, BBl XOTHUTE, UYTOOBI Baml IT-0TAes MOT HM3MEHSITh [OMAalllHhe KaTaJIoTH
II0JIb30BaTeJIed, HO He XOTUTe, YTOOBI BCe OHH MOIJIH J06aB/ISITh WM YIAJATh I10JIb30BaTeJIeH.
Crroco6 ciesraTh 3T0 — [006aBUTD IPYIIITY JJIs1 3ITUX aIMHUHUCTPATOPOB:

ITpumep 10. CozdaHue epynnsl ynpasieHus

dn: cn=homemanagement,dc=example,dc=org
objectClass: top

object(Class: posixGroup

cn: homemanagement

gidNumber: 121 # required for posixGroup
memberUid: uid=tuser,ou=people,dc=example,dc=org
memberUid: uid=user2,ou=people,dc=example,dc=org

U1 3aTeM HU3MeHUTe aTpUOYTHI IIpaB B slapd.conf:

IIpumep 11. ACL 045 epynnbl ynpag/ieHUs. 00MAUHUM KAMA.1020M

access to dn.subtree="ou=people,dc=example,dc=org"
attr=homeDirectory
by dn="cn=homemanagement,dc=example,dc=org"
dnattr=memberUid write

Tenepb tuser 1 user? MOTYT U3MEHATH JOMAaIllTHUE KaTaJIOTH APYIUX II0JIb30BaTeJIEeN.

B 3TOM mpuMepe MBI IIpeJOCTaBUIN IIOJAMHOXKECTBO aJAMHUHHCTPAaTHUBHBIX IIOJTHOMOYHUU
OIIpe/leIEHHBIM II0JIb30BaTesIsIM, He JaBas UM BJIACTH B JPYTrUX obJacTdax. Hzes 3akiarodaeTcs B
TOM, YTOOBI BCKOpe HH O[lHA Y4YéTHas 3alluCh II0JIb30BaTessi He o6Jafiajsia IIOJTHOMOYHSIMU
YYETHOM 3alMCH root, HO KakJ0e II0JITHOMOYHe, KOTOPOe UMeJl root, 66110 66l Y XOTS OBl OJHOTO
I10JIb30BaTesIs. YUETHAs 3aIKCh root TOIJa CTaHOBUTCS HEHY)KHOU U MOYKeT OBITH y/iaIeHa.
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4.3. XpaHeHue 11apoJjiex

[To ymosruanuro OpenLDAP coxpaHseT 3HaueHHe aTpubOyTa userPassword Tak ’Ke, KaK U JIFOObIe
Ipyryve TaHHble: B OTKPBITOM BHZe. B GOJIBLIIMHCTBE CydyaeB OHO KOAUpYyeTcd B base64, 4To
obecrieurBaeT JOCTAaTOUYHYI0 3al[UTY, YTOOBI YECTHBINM aJ[MUHUCTPATOP He Y3HaJI Balll 1apoJjb, HO
He 6o0JIee TOIO.

Xopoleld uzieeil IBJsAeTCI XpaHeHUe Ilaposiedl B 6oJiee Ge3orlacHOM ¢opmaTe, TaKOM Kak SSHA
(coménpiit SHA). 3TO BBIIIOJIHAETCS JIIOO0OM IIPOTPaMMOM, KOTOPYH BBI MCIOJb3yeTe [JIs
H3MeHEeHUs I1apoJIel IT0JIb30BaTeIen.

ITpnioxkeHue A: 11o1e3HbI€ HHCTPYMEHTHI

BOT HeCKOJIbKO APYTHUX IIpOorpaMM, KOTOpbIEe MOIYT OBITH II0JIE3HBI, 0COOEHHO €CJIU Yy BaC MHOTIO
II0JIb30BaTeJIEN U Bbl HE XOTUTE HaCTpanuBaTb BCé BPYYHYVIO.

security/pam_mkhomedir — 3T0 MOzyss PAM, KOTOPBIM BCerfa 3aBeplllaeTCsd YCIIEIIHO; ero
HasHaueHUe — CO3/laBaTh JOMalllHHe KaTaJIOTU /I II0JIb30BaTeslel, y KOTOPBIX UX HeT. Ecau y
BacC eCTh JIeCATKHU CepBepOB-KJIMEHTOB U COTHU II0JIb30BaTeJell, ropaszio yo0Hee HCII0JIb30BaTh
3TOT MOAYJIb U HACTPOUTHL CKeJIeTHble KaTaJIOTH, YeM IIOAr0TaB/JIMBATh Ka’KABIHA JOMAaIllHHUHA
KaTaJIOI BPYYHYIO.

sysutils/ldapvi — 3TO OT/IMUHag YTWIUTA I pefaKTUpPOBaHUS 3HaueHUU LDAP B CHHTakcuce,
nomobHoM LDIF. Kartasor (Wim ero Iiofgpaszes) oTobpakaeTcsi B pemaKTope, BbHIOpaHHOM
repeMeHHOM OKpyskeHUs EDITOR. 3TO II03BOJIIET JIETKO BHOCUTH MacIlTaOHble HM3MeHEeHUs B
KaTaJsIor 6e3 He0OXOAMMOCTH HAIIMCaHUI COOCTBEHHOIO MHCTPYMEHTA.

security/openssh-portable o6JyiajaeT BO3MOXHOCTBI0 OOpaiaThbecsa K cepBepy LDAP 1y1g IpoBepKU
SSH-kiroyel. 3T0 0YeHb YA06HO, €C/IM ¥ BaC MHOIO CepBepOB M BBl He XOTUTEe KOIIMPOBATh CBOU
OTKPBITHIE K/IIOUH Ha BCe U3 HUX.

IIpunosxenue B: Ceprudukarsl OpenSSL a1
LDAP

Ecsu BBl pasMelniaete Ba 1in 6osiee LDAP-cepBepoB, BaM, BEPOSITHO, He 3aX0UeTCs UCII0/Ib30BaTh
CaMOIIO/IIMCaHHbIe CePTUQUKATEHI, TAaK KaK Ka>K/IbIF KJIUEHT IIPU/IeTCS HAaCTPauBaTh I pabOTHI C
KaK[IbIM cepTUOUKAaTOM. XOTS 3TO BO3MOJKHO, 3TO He TaK IIPOCTO, KaK CO3/aTh COOCTBEHHBIN
[eHTp cepTUGUKAITUU U IIOAIINCATh CEPTUPUKATHI BAIlIX CEPBEPOB C €r0 IIOMOIIBIO.

Ilfaru 37ech IIpe[CTaBJeHbl KaK eCTh, 0e3 TIIONBITOK OOBSCHUTL IIPOUCXOJMAIee —
IOTIOJTHUTEJIbHBIE IT0SICHEHUS MOYKHO HaUTH B openssl(1) U cBsI3aHHBIX CIIPaBOYHBIX CTPAHUIIAX.

JI co3aHUs IleHTpa CepTUGUKAIIMKU HaM IIPOCTO HY>KHBI CaMOIIOAIIMCAHHBIN cepTUQUKAT U
ktou. [ITary [1s1 3TOro CaeAyroIue
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https://cgit.freebsd.org/ports/tree/security/pam_mkhomedir/
https://cgit.freebsd.org/ports/tree/sysutils/ldapvi/
https://cgit.freebsd.org/ports/tree/security/openssh-portable/
https://man.freebsd.org/cgi/man.cgi?query=openssl&sektion=1&format=html

ITpumep 12. CozdaHue cepmugukama

% openssl genrsa -out root.key 1024
% openssl req -new -key root.key -out root.csr
% openssl x509 -req -days 1024 -in root.csr -signkey root.key -out root.crt

JT0 OyAyT KOpHeBOM Kirou U cepThduKaT L[C. BO3SMOXKHO, BBl 3aXOTUTe 3aIIMPOBaTh KJIHY U
XpaHUTh ero B IIPOXJIAZJHOM, CYXOM MecTe; JO00M, KTO IIOJYYUT K HEMY JOCTYII, CMOKeT
BbIJIaBaTh ce0s 3a ogquH 13 Baruux LDAP-cepBepoB.

3aTeM, HCIIOJIL3Ys IIepBbIe [1BA Illara, OIMCaHHBIE BBIIIE, CO3/LalTe K/IKU ldap-server-one.key u
3alpoc Ha IIOAIINCH cepTUdUKaTa ldap-server-one.csr. ITocie moAmMcaHus 3ampoca C IIOMOIBIO
root.key BBI CM0O>KeTe UCII0JIb30BaTh ldap-server-one.* Ha cBoux LDAP-cepBepax.

He 3abyabTe HCIOJIL30BaTh IIOJIHOE JAOMEHHOe MM I aTpubyra "common

o name" IIpH CO3JaHUM 3allpoca Ha IIOAIHChH CepTUPUKATA; B IIPOTUBHOM CJIy4ae
KJIMEeHTHI OYAYT OTKJIOHATH COefiMHeHHe C BAMH, ¥ JUAarHOCTHKA 9TOM IIPO0JIeMBbl
MO’KeT OBITh OUeHb CJI0KHOM.

JIJ1s1 IOATIVCH KJTF0Ua UCIIoIb3yiTe -CA 1 -CAkey BMecTO -signkey:

ITpumep 13. [Toonucvieams kax Llenmp Cepmugpuxkayuu

% openssl x509 -req -days 1024 \
-in ldap-server-one.csr -CA root.crt -CAkey root.key \
-out ldap-server-one.crt

PesysibTUpPYIOIUN Qaiil 6yzeT IIpeCTaBIATh CO00M cepTUPUKAT, KOTOPBIX MOKHO UCII0JIb30BaTh
Ha Bamux LDAP-cepBepax.

HakoHell, 4TOGBI KJIWEHTHI JOBEPSUIM BCEM BAIllUM CepBepaM, paclpocTpaHuTe ¢aii root.crt
(cepmugukam, a He KiIo4U!) Ha KaKIOM KIHNEeHTe U YKaKUTe €ero B JUPEKTUBE
TLSCACertificateFile B ¢patire ldap.conf.
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