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Z
M

ailer
—

A
D

ifferentK
ind

ofM
TA

A
presentation

ofZ
M

ailer
for

F
U

U
G

atS
E

A
2000

conference

F
U

U
G

=
F

innish
U

nix
U

ser
G

roup

S
E

A
=

T
he

baltic
sea;cruising

from
H

elsinkito
S

tockholm
,and

back

M
attiA

arnio,15-S
ep-2000

T
he

overlays
and

notes
are

supplem
entary

m
aterial,w

hich
supports

the
m

ainline
slides.

(P
age

num
bers

atlow
rightcorner

have
a

hyphen
in

them
.)

N
ote:

W
hen

view
ing

this
w

ith
X

P
D

F
(0.90

or0.91),few
TE X

fonts
w

illbe
invisible.

A
dobe

A
croR

e-
ader

4.0
is

able
to

show
those

fonts.
(M

ainly
these

are
less-than

and
greater-than

glyphs
around

em
ailaddresses

in
baseline

text.)
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A
bitofH

istory

��
����
�

w
as

created
atU

niversity
ofToronto

around
1986

by
M

r.
R

ayan
Z

achari-
assen

(hence
the

“Z
”

in
the

nam
e.)

B
ack

then
the

king
ofthe

hillock
w

as
(and

stillis)
sendm

ail(8),butitw
as

troubled
w

ith
lots

and
lots

ofsecurity
problem

s.

T
he

sendm
ail(8)

is
also

a
resource

consum
ption

pig
–

having
sam

e
process

do
m

essage
collection,

and
its

finaldelivery
m

ay
m

ake
sense

in
low

-load
environ-

m
ents,butw

ith
high

volum
es

use
ofqueues

is
a

m
ust.
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A
bitm

ore
ofH

istory

R
ayan

w
entto

private
sectoraround

1992,and
Z

M
ailerdevelopm

entw
as

essen-
tially

abandoned
by

him
.

S
ince

then,yours
truly

has
been

hacking
atitdeveloping

allkinds
ofextensions

for
m

odern
Internetem

ail.
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Introduction
to

the
Term

inology
In

the
1970’es

the
Institute

for
F

ederal
Inform

ation
P

rocessing
defined

term
inology

for
then

a
new

thing:
em

ail.
T

he
term

inology
w

as
m

ade
m

ore
popular

by
X

.400
standard

from
1984.

M
TA

:
M

ailTransfer
A

gent–
program

to
m

ove
m

ailfrom
one

system
to

other.

M
D

A
/L

D
A

:
A

latter
addition;M

essage/LocalD
elivery

A
gent–

program
(subsystem

)
doing

deliv-
ery

to
localm

essage
store/driving

program
agents/w

hatnot.

M
S

:
M

essage
S

tore
–

S
tandard

U
N

IX
m

ailbox,
or

som
ething

w
ay

m
ore

com
plicated

like
a

database.

M
U

A
:

M
ailU

ser
A

gent
–

program
w

hich
user

uses
to

pick
their

em
ailfrom

the
M

S
,

read
them

,
com

pose
em

ail,and
subm

itto
the

care
ofthe

M
TA

.

U
A

:
A

generic
X

.400
term

for
the

U
ser

A
gent

–
basically

softw
are

entity
acting

on
m

essage
content,

usually
driven

directly
by

the
M

TA
w

ithout
the

m
essage

ever
going

via
M

S
.

(E
.g.

quite
unlike

M
TA

,com
pare

w
ith

vacation(1))
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Z
M

ailer
structure

R
outer(s)

sm
tpserver

‘‘sendm
ail’’

R
outer spool(s)

T
ransporters

Scheduler

C
om

m
and 

pipes
T

ransport spool

Input spool

M
ailbox

Z
M

ailer
consists

of
severalm

ain
subsystem

s
running

in
coordinated,

although
separate

existence.
T

his
m

eans
also

that
any

of
the

subsystem
s

can
be

shut
dow

n
for

a
w

hile
w

ithoutharm
ing

other
subsystem

functionality.

T
he

task-transfer
in

betw
een

the
subsystem

s
is

done
via

the
filesystem

–
“spool”.

P
erform

ance
of

this
filesystem

is
usually

the
ultim

ate
system

throughputlim
it.

T
here

are
no

suid-anything
program

s
in

this
system

!
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Z
M

ailer
structure

R
outer(s)

sm
tpserver

‘‘sendm
ail’’

R
outer spool(s)

T
ransporters

Scheduler

C
om

m
and 

pipes
T

ransport spool

Input spool

M
ailbox

Input
subsystem

s:
sendm

ail,
sm

tpserver,
rm

ail,
m

ail(3)
library

R
outing

subsystem
:

router

D
elivery

subsystem
:

scheduler,and
transportagents

P
lus

a
setofadm

inistrative
tools.

T
he

goal
has

been
that

each
subsystem

uses
m

inim
al

possible
am

ountofresources
(m

em
ory,C

P
U

,syscalls),and
privileges

to
achieve

its
task.

T
here

are
also

resource
usage

lim
itation

features
builtin.
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Z
M

ailer
subsystem

s:
“�  

!" #
! $$
%& '
( ”

T
he) *

+, -
+ ../
0 1
2

is
Z

M
ailer’s

w
ay

of
referring

to
filesystem

w
here

a
few

basic
things

are
guaranteed

to
happen:

1.
m

oving
files

around
w

ith
renam

e(2)
and/or

link(2),
and

unlink(2)
w

orks
just

fine
in

betw
een

differentdirectories

2.
i-node

num
bers

are
preserved

over
renam

e(2),and
link(2)

system
calls

T
here

are
filesystem

s
w

here
these

tw
o

things
don’thappen,e.g.

possibly
link(2)

can’t
be

done
in

betw
een

directories.
S

uch
ones

are
not

suitable
for

Z
M

ailer’s

) *
+, -
+ ../
0 1
2

partition
use.
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Z
M

ailer
subsystem

s:
“sendm

ail”

F
ornorm

allocalsystem
use

there
needs

to
be

a
w

ell-know
n

subm
ission

interface
for

em
ail.

T
he

de-facto
one

is
sendm

ail.

Z
M

ailer’s
sendm

ailim
plem

ents
m

ostofm
essage

subm
ission

options
ofthe

real
sendm

ail(8).

M
any

of
sendm

ail(8)
options

are
m

eaningless
in

Z
M

ailer,
and

thus
they

are
ig-

nored,or
in

case
ofseveraladm

inistrative
functions,startsubsystem

s
in

interac-
tive

testm
ode

and/or
justplain

com
plain

loudly.

F
or

m
essage

subm
ission,

Z
M

ailer’s
sendm

ailis
extrem

ely
lightw

eight
one.

Just
w

riting
the

m
essage

envelope
and

m
essage

to
the

file,
and

m
oving

it
to

router
subsystem

’s
care.
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Z
M

ailer
subsystem

s:
“sendm

ail”

In
norm

al
m

essage
subm

ission
the

sendm
ail

w
ill

just
spool

the
m

essage
into

) *
+, -
+ ../
0 1
2 3
456
7 3
2 ,

how
ever

if
option

“-v”
is

used,
process

is
left

behind
to

poll
a

m
essage

specific
“verbose

trace”
log

file,
and

its
content

is
copied

to
S

T
D

E
R

R
ofthe

process.

T
he

verbose
trace

copy
process

ends
w

hen
the

scheduler
process

w
rites

a
line:

89 :
7;5 <
7 3
;
4 =
7 >>>>

to
the

log
file.

Z
M

ailer’s
sendm

ailis
justm

essage
subm

ission
interface,like

also
the

sm
tpserver,

and
libzm

ailer.a
contained

m
ail(3).
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Z
M

ailer
subsystem

s:
“sm

tpserver”

-
aboutfeatures

-
abouthooks

to
externalsubsystem

s

-
aboutprotocolquirks
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(2)

E
S

M
T

P
R

F
C

’s
1425/1651/2045

E
H

LO
fram

ew
ork

1426/1652
8B

IT
M

IM
E

1427/1653/1870
S

IZ
E

1830
C

H
U

N
K

IN
G

1854/2197
P

IP
E

LIN
IN

G
1891

D
elivery

S
tatus

N
otification

1985
E

T
R

N
2034

E
N

H
A

N
C

E
D

S
TAT

U
S

C
O

D
E

S
2476

M
essage

S
ubm

ission
A

gent
2487

S
TA

R
T

T
LS

2554+
M

S
A

U
T

H
LO

G
IN

2554+
N

etscape
A

U
T

H
=

LO
G

IN
2852

D
E

LIV
E

R
B

Y

Z
M

ailer’s
sm

tpserver
subsystem

im
-

plem
ents

a
rich

setofenhanced
S

M
T

P
features

defined
over

the
last

10
or

so
years.

A
t

the
sam

e
tim

e
it

aim
s

to
be

lightw
eight,

fast
protocol

receiver
w

ith
ability

to
quickly

verify
incom

ing
proto-

col
stream

syntax
conform

ance,
but

it
can

also
be

configured
to

behave
slop-

pily
in

this
regard.
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(3)

T
he

sm
tpserver

can
do

interactive
routing

analysis
of

M
A

IL
F

R
O

M
:

and
R

C
P

T
TO

:
phase

envelope
addresses

by
running

a
router

process
synchronously

un-
derneath

itself,
how

ever
that

is
seriously

heavy-w
eight

thing,
and

really
taxes

system
perform

ance
for

no
practically

usefulthing.

A
m

ore
useful

approach
is

sim
ply

to
do

S
M

T
P

M
X

/A
routing

rules
analysis

of
source

and
destination

envelope
addresses,w

ith
som

e
controlrules

from
a

few
localdatabase

files
giving

the
system

an
idea

of
w

hich
dom

ains
are

local,
and

w
hich

are
rules

for
finding

w
hich

dom
ains

are
our

custom
ers.
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(4)

T
here

are
also

som
e

experim
entalhooks

to
run

externalm
essage

contentanaly-
sis

program
for

each
received

m
essage

synchronous
for

the
m

essage
reception.

A
non-experim

entalthing
is

S
TA

R
T

T
LS

encrypted
application

m
ode

im
plem

ented
w

ith
O

penS
S

L
library.

Z
M

ailerhas
been

used
as

one
ofcom

parison
benchm

arks
for

sendm
ail(8)’s

new
S

TA
R

T
T

LS
functionality.

S
ession

encryption
w

as
m

ainly
im

plem
ented

for
giving

som
e

peace
of

m
ind

w
hen

using
plaintextpassw

ord
authentication

for
em

ailsending.
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(5)

A
s

m
uch

as
Iw

ould
like

to
run

things
w

ith
strictprotocoladherence

also
atm

es-
sage

reception,the
w

orld
seem

s
to

be
fullofcrappy

system
s

w
hose

coders
have

done
severalbasic

m
istakes:

?

S
M

T
P

protocol
replies

can
be

m
ultiline

all
the

tim
e

(R
F

C
821

A
nnex

E
),

m
any

softw
ares

groak
w

hen
receiving

such
replies.

?

S
M

T
P

protocolreplies
can

arrive
in

m
ultiple

T
C

P
segm

ents
(som

e
M

S
platform

softw
are

does
notdo

properline
segm

entcollection
into

lines,and
instead

expects
the

receive
return

entire
line(s)

atone
go.)

Z
M

ailer’s
sm

tpserver
defaults

to
one-line

replies
sent

out
in

one
block.

(E
xcept

w
ith

P
IP

E
LIN

IN
G

optim
ization.)
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(6)

@

“T
he

theory
of

S
M

T
P

reply
codes”

(R
F

C
821

A
nnex

E
)

tells
that

if
exact

code
is

notknow
n

(e.g.
new

non-821-listed
ones

are
invented),the

firstdigit
should

guide
its

interpretation.
M

any
system

s
barf

com
pletely

w
hen

they
encounter

unexpected
reply

code.

Z
M

ailer’s
sm

tpserver
tries

to
use

only
“valid

atthe
place”

reply
codes.
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(7)

@

R
F

C
821

has
quite

clear
B

N
F

production
rules

for
the

protocolsyntax,
and

stilllots
of

clients
are

sending
“M

A
IL

F
R

O
M

:
user@

dom
ain”

w
ithoutthe

m
anda-

toryA

andB
angle

brackets.

Z
M

ailer’s
sm

tpserver
can

be
configured

to
acceptsuch

S
lo

p
p

y
inputproto-

col.
(T

he
sendm

ail(8)
is

the
archetype

of
“sloppy

by
default”

S
M

T
P

receive
protocolim

plem
entation,

and
also

the
reason

for
these

utterly
sloppy

client
im

plem
entations.)
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(8)

@

M
any

S
M

T
P

clientsystem
s

can’treportaccurately
w

hatprotocolcom
m

and
they

sentoutw
hen

reporting
to

user
an

error
they

encountered
w

hile
talking

to
the

server.

Z
M

ailer’s
sm

tpserver
attem

pts
to

copy
the

M
A

IL
F

R
O

M
/R

C
P

T
TO

address
in

the
diagnostic

report.
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Z
M

ailer
subsystem

s:
“sm

tpserver”
(9)

@

M
any

S
M

T
P

client
system

s
give

up
the

entire
m

essage
w

hen
in

a
m

ulti-
recipient

m
aileven

one
of

the
R

C
P

T
TO

addresses
is

yielding
400

or
500

series
reply.

Z
M

ailer
does

not
yet

have
a

solution
for

this
kind

of
S

M
T

P
client

stupidity.
M

any,ifnotall,user
agents

have
this

problem
,as

seem
to

have
“M

TA
”

class
things

like
“ccM

ail”.
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“sm
tpserver.conf”

CCD EFG DH I
JH IK
LM NO
PQRFMS H NH I
QFHT
HT U
F UM N

CCVW
X WY
EQ ZD U[H

\]]]]]]]
C^Q EH
QD PY
PMG F UM N

CVW
X WY
EUN
PQJQ U_DG QLH

`]]]
CYUNU
ER EOIHH UN
Va^ ba ccd
e f
Q OFH I

C

CEHDDQS H g
QDQ IIU
JHT
h UN
idj
a klbf^ K

CVW
X WY
EQ Z PH IIM I
PIHL UG UH N
FD

m
CYM IH
F gQ N
F gU
D U
DG IMn
Qn _o ^ VWY
p

CVW
X WYY
Q Z^Q EH d
G ^MR I
LH

\]
CY
Q Z
D UER _FQ NHMRDLM NNHLF UM N
D

C

COIM E
Q No dV
DMR I
LH
QTT IHDD

CVW
X WYY
Q ZVQ IQ __H _eM NNHLF UM N
D
q]]
CY
Q Z
D UER _FQ NHMRDLM NNHLF UM N
D

C

CUN
FMFQ _FM
F gH
DH I
JH I

CVW
X WY
bLG XLJ kR OO
H I
^ U[H

m r]]]
C^ gMR _T NMF NHHT
FM
DHF p

CVW
X WY
bLG�sEU
F kR OO
H I
^ U[H

m r]]]
C^ gMR _T NMF NHHT
FM
DHF p

CCVW
X WYjU
DFH N
t RHRH^ U[H

\]
C_UDFH N
u rvG Q IQ EHFH I

CCVW
X WY
XLG F jUEU
FeMR N
F

\]]]]
CY
Q ZNR EnH I
M OIHL UG UH N
FD OM I
M NH

C

CYWdj
cXa Y
DHDD UM NKYUNU
ER Ew
\]]
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“sm
tpserver.conf”

CVW
X WY
kUNT VM I
F

r`
CkUNT UN
S G M I
F

CVW
X WY
kUNT WTT IHDD

x ] K] K] K]y
CkUNT UN
S QTT IHDD POM I
ER _F UgM EH I
D KK

CVW
X WY
kUNT WTT IHDD

x dVJz K
] ww
]y
CQ NT g
H IH U
D OM IdVJz
P{a^ VW
e f^ p

CCfN
Qn _HDM O
DM EH
LM EEQ NT
D w

VW
X WY

|fk}~L ET

VW
X WY
fsV{L ET

VW
X WY

�X cl
L ET

VW
X WY
H N
Qn _H PIMRFH I
CbgU
D U
DQDHLR IU
Fo THL UD UM NO
M I
o MR K

C

CbgU
D U
D NHHTHT O
M I
fsV{� �X cl
Q NT UN
FH I
QLF UJH

C

CG IMLHDD UN
S M OYWdj
cXa Y
Q NT
Xe VbbaQTT IHDDHD K

C

C�M�HJH IU
FQ _DM EQo Q __M�
H ZFH IN
Q _RDH I
H N
F IQ NLH

C

CFM �Y
Q U_H IIMRFH I
D gH __H N
J UIM NEH N
F� U
F g
DR U
FQn _o

C

CG H I
JH I
F UN
G RF� UO
� RMFQF UM NIR _HDQ IHn IM �H NUN

C

CF gH
DL IU
G FD K
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“sm
tpserver.conf”

VW
X WY

D EFG PQRF g

CH N
Qn _H UO
o MR�
Q NFFM
Q __M�
^ YbV
FM
QRF gH N
F ULQFH

C

C� U
F g
F gHTH O
QR _FLMTH
QS Q UN
DFDo DFH E
� HFL�G QDD�T

C

Cu M I� g
QFHJH I
DMR I
LH
S HFG � N
Q Euv RDHD OM IU
F KK
v

CVW
X WY
W
} b�
Pja~ d
{ PQ _DM P� U
F gMRF Pbj
^

C

CfN
Qn _H� UO
F gH��W
} b�j
a~ d
{ �U
DFMnH
Q __M�HT
FM

C

CnHRDHT� U
F gMRF IR NNUN
S R NTH I
^^ j� bj
^DHLR IU
Fo

C

CH N
JH _MG H K

CCVW
X WYY
^ W PEMTH

CYHDDQS H
^Rn EU
DD UM NW
S H N
F EMTH K
XH� R UIH

C

CDRLLHDD OR _RDH I
QRF gH N
F ULQF UM NTR IUN
S ^ YbV

C

CDHDD UM N
D UNU
F UQFHT OIM EMRFD UTHM O
F gH
F IRDFHT

C

CNHF�M I�
DM I
F gH NHF�M I�
D� U
F gIH _Qo UN
S H N
Qn _HT

C

Cu DHH��O
R __F IRDF NHF �
Q NT �IH _Qo LRDF NHF �UN

C

CD EFG PG M _ULo KD IL OU
_Hv K

CVW
X WY
TH _UJH In
o z]

C

CX ce rq` rTH OUNHTTH _UJH In
o EQL gUNH I
o K
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“sm
tpserver.conf”

CVW
X WY
^ YbV PQRF g PG UG H
�G QF g� FM�G IMS IQ E

C

CfZFH IN
Q _QRF gH N
F ULQF UM N
G IMS IQ EK
bgH

C

CQRF gH N
F ULQFM I
D gMR _T IHQT
QRDH IN
Q EH OIM E

C

CLM EEQ NT
_UNH
Q NT
QG QDD�M IT OIM E
DFQ NT
Q IT UN
G RF K

C

CfZU
FDFQFRD] EHQ NDDRLLHDD OR _QRF gH N
F ULQF UM NK

CC|UDQn _H I
DM O
DM EH O
QL U_UFo QTJH I
F UDH EH N
FD

CVW
X WY
{M f�j
a

CVW
X WY
{M VdVfjd
{d{~

CVW
X WY
{Mq kdbYdY
f

VW
X WY

{Me �} {id{~

CVW
X WY
{M |^ {

CVW
X WY
{M fbX {

VW
X WY
NM PER _F U_UNH PIHG _UHD CH ZLHG FFM f�j
au k_MMT
o Y
� X ceq r\� WGG f
J UM _QFM I
Dv
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“sm
tpserver.conf”

C�
|X rr] EHFQFQS D w

C
�� PP �
� �
L gQ IQLFH I

C
� �
PP^^ P�Eo gMDF NQ EH

C
� d
PP �
�d|f{b �UO
�UTH N
F O_S �U
DDHF

C
� � PP�H I
D UM N
{R En

C
� b
PPLR I
F UEH
DF IUN
S

C
� s
PPZ_QFH _Q NS G Q IQ EHFH I

CCVW
X WYgT Irr]� ��Y
Q U_H I
f^ YbV PDH I
JH I
� � IR NNUN
S QF lMo MT
o NH VIMG R _D UM NdN
L

CVW
X WYgT Irr]� �f^ YbV
u {a}e fvu {a} kfv MR I
_MLQ _F UEH U
D NM�
� b

CC{MFH
QnMJH
F gH��
f^ YbV ��M IT
DQ IH
G IHDH N
FnHLQRDH �
DM EH �Y
bW
Do DFH ED�M N �
F

CTM f�j
aS IHHF UN
S � R N
_HDDF gHo DHH �
f^ YbV �
PQS Q UN
DFX ce \qz�
G Q IF �K

C �f�j
a U
DFMnHTM NHn
_UNT
_o � DH I
JH IIHDG M N
DHDQ IH NMFFMnH
DFRT U
HT O
M I

C
Q No G MDD Un
_H �f^ YbV ��Ho �M IT
p �
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“sm
tpserver.conf”

VW
X WYg
H _G PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

VW
X WYg
H _G bgU
D EQ U_ PDH I
JH IU
DQF lMo MT
o NH VIMG R _D UM NdN
L K

VW
X WYg
H _G
aR I
FH _HG gM NH NR EnH IU
D w
�\ Prm � P`z�
Pq�]]� Q NT

VW
X WYg
H _G
FH _H O
Q ZNR EnH IU
D w
�\ Prm � P`z�
Pq���

VW
X WYg
H _G
aR InRD UNHDD PgMR I
DQ IH Y
M N
PcIUw
]q]] P\�]]u bUEH [M NH w
P]�]]v

VW
X WYg
H _G

VW
X WYg
H _G
t RHDF UM N
D IHS Q IT UN
S MR I
H EQ U_DH I
J ULH
D gMR _TnH
DH N
FJ UQ

VW
X WYg
H _G H EQ U_FM
QTT IHDD �
G MDF EQDFH I
�a}X |a YWd
{ �

VW
X WYg
H _G
XHG M I
FDQnMRFQnRDH
Q IH
FMnH
DH N
FFM w �
QnRDH�a}X |a YWd
{ �

VW
X WYg
H _G PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

CC} NLM EEH N
F OM __M� UN
S OM INMFFM
DF IU
G UN
LM EUN
S QTT IHDDHDM OO
M IEQF w

C �
�QQ� �nn w
LL�TT
�UN
FM NM N
PDMR I
LH PIMRFHTn
QDH O
M IEw �
LL�TT
�

CCVW
X WY
Q __M�
DMR I
LH IMRFH
C|a { �bf{Wkjf
} {jf^^ l
a}}^ f
Xa} bfX kW
^ f|

C

CVa jd
e lW
{Wjl
^ d^ p

CCbgH
G M _ULo T
QFQnQDH w
u {a bfw
^HH �EQ �HTn �O
M IU
FDTH O
QR _FDR OOU
ZHD pv

CVW
X WY
G M _ULo Tn
n
F IHH
� MG F� EQ U_� Tn
� D EFG PG M _ULo
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“sm
tpserver.conf”

CVW
X WY
FQ IG UF]]
C{M��
FQ IG UF �O
M I�ss� ` ssIHG _o LMTHD

CVW
X WY
FQ IG UF r] r
CdNU
F UQ _TH _Qo wr]DHLD� NH ZF��
G IHJ �uG IHJ �
rv

CCbj
^J \� ^^ jJx rmyG Q IQ EHFH I
Dh Q __ERDFnHRDHT O
M I
F gH
Do DFH E
FM�M I�
p

CC^HH g
FFG w�� ��� K
QHF KFR PLMFFnRD KTH�G H I
DM NH N
�� QH NU
L �H�G OUZF _D� TML� DHFRG Kg
F E_

CVW
X WY
RDH PF _D

VW
X WY

F _D Pe WOU
_H

� MG F� EQ U_� Tn
� D EFG DH I
JH I
Pe WLH I
F KG H E

VW
X WY

F _D PLH I
F POU
_H
� MG F� EQ U_� Tn
� D EFG DH I
JH I
PLH I
F KG H E

VW
X WY

F _D P�Ho POU
_H
� MG F� EQ U_� Tn
� D EFG DH I
JH I
P�Ho KG H E

C
CdO
Do DFH ETH O
QR _F^^ j PDHDD UM N
PLQL gH U
DFMnHRDHT
�

VW
X WY

F _D PRDH PDLQL gH

VW
X WY

F _D PDLQL gH PF UEHMRFmz]] Cu LQL gH
F UEHMRF UN
DHLM NT
Dv

C
CbgH N
DM EH O
RF gH I
F gMRS gDF gQF EQo EQFH IU
Q _U[H
DM EH
F UEH KK

CVW
X WY
F _D P_MS _HJH _
]

CVW
X WY
F _D PLLH I
F PJT

]

CVW
X WY
F _D PQD � PLH I
F
]

CVW
X WY
F _D PIH� R UIH PLH I
F]

CCVW
X WY
F _D Pe WG QF gKKK
u DM EH� g
H Nw�
Qo DFM
JH IUO
o L _UH N
F �DLH I
F UOU
LQFHDv

CCVW
X WY
F _D PH NO
M I
LH PF _D \
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“sm
tpserver.conf”

CCf_H EH N
FDFMnH
QTTHT UN
FM �
XHLH U
JHT w��g
HQTH I �
D UNU
F UQ _LM EEH N
FG Q IF w

CVW
X WYI
LJT PUTH N
F

CbgH UTH N
F _MM �RG IHDR _Fu M I
HJH N
QT EU
FF UN
S U
Fv

VW
X WYI
LJT P� gMDM N

CjU�H� U
DH O
M I �� g
MDM N��

VW
X WYI
LJT PQRF g PRDH I

CWRF gH N
F ULQFHT
}DH IN
Q EH

VW
X WYI
LJT PF _D PEMTH

Ce UG gH I
� M INMF

VW
X WYI
LJT PF _D PLLH I
F
Ce _UH N
FeH I
F UOU
LQFH IH OH IH N
LH

VW
X WY
HF IN
PL _RDFH I
_MLQ _gMDF

HF IN
[[fbX {[[

VW
X WY
HF IN
PL _RDFH IU

G Jz P_MLQ _gMDF
HF IN
[[fbX {[[
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“sm
tpserver.conf”

CCC�fj
a� f�j
a PG QFFH IN

DFo _H PO_QS Du XH EH EnH Iw �O
FJH �
DHF NHHT
DH N
Qn _H PIMRFH I
pv

C

x EQ Z
_MQTQJS y

C_MLQ _gMDF

��� O
FJHX

DM EH Kg
MDF KTM EQ UN
���
p{a fYWdj
W
ee fVbf|cXa Yl
a}X YW
e �d
{f

CdO
F gH g
MDFG IHDH N
FD U
FDH _O
QD w�fj
ax \KrK
m K�
y� nH
_H NU
H N
FFM U
F KK

CbgH
Do NFQ ZnH _M� U
DTRH
FM
F gHDH
G QFFH IN
DnH UN
S ^ � P~ j
a k
DFo _H
G QFFH IN
D

C� g
H IH
F gHn I
QL �HFDQ IH
DG HL UQ _L gQ IQLFH I
D K

�x ��y

���
JH

CVH ITH O
QR _FTH EQ NFDF IU
LFDo NFQLF ULQT gH IH N
LH� UN
L _RT UN
S OR __o

C� RQ _UOU
HT
QTT IHDDHD OM IYWdj
cXa Y� Q NT
Xe Vbba K
bMnH
_H NU
H N
F

CM N
F gQFTHFQ U_� IH EMJH
F gH��
X �OIM E��
JHX �
DF IUN
S nH _M� w

�

���
JHX
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sm
tpserver

policy-db
construction

rules

A
tthe

end
ofthis

is
actually

the
defaultboiler-plate

file
from

the
distribution

pretty
m

uch
as

is.

In
addition

to
that,

policy-builder.sh
script

adds
a

set
of

other
things

before
policy

filter
is

ready
for

use:

��� � �
� ¢¡ ¤£ ¥
¦§¨ª©� «
§

¬­®¯£ ¦¥® «  ¥°�®

��� ¥£§° ¥±° �®�

²´³µ¶ ¥£§° ¥¶ ±° �®� ³·

��� � �
� ¢¡ ¤£ ¥
¦§¨ª©«
® ¥°¨

²´³µ¶ ¸¹ ¥¥
¶ «¦º»­�� ³·

��� � �
� ¢¡ ¤£ ¥
¦§¨ª©�
¼

²´³µ¶ «® ¥°¨ �° «º ®� ³·

��� � �
� ¢¡ ¤£ ¥
¦§¨ª©�  ° �

²´³µ¶ ¯¹ ¥½¶ �° ¦¥ ³·

��� � �
� ¢¡ ¤£ ¥
¦§¨ª©�  ° �©�
° ±¹° ¥
²´³µ¶ ¯¹ ¥½¶ �° ¦¥ ³·

If
you

w
ant,

you
can

m
odify

your
boiler

plate
as

w
ell

as
your

installed
policy-builder.sh

script.
(D

oing
’m

ake
install’w

illoverw
rite

policy-builder.sh,butnotsm
tp-policy.src)

S
ee

file
“doc/guides/sm

tp-policy”
for

m
ore

info.
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Z
M

ailer
subsystem

s:
“router”

-
aboutthe

router
program

tasks

-
aboutrouter

configuration
m

echanism
s

-
aboutresource

consum
ption,and

its
control

-
aboutthe

router
scriptlanguage
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Z
M

ailer
subsystem

s:
“router”

(2)

Tasks
ofthe

router
subsystem

are:

@

P
icking

tasks
for

processing
from

m
ultiple

inputqueues.

@

P
roducing

analysis
on

w
hatto

do
w

ith
given

inputaddresses
(i.e.

“routing”).

@

P
roducing

scheduler
+

transport
agent

control
inform

ation
regarding

the
m

essage



��� ��� �����

m
atti.aarnio@

sonera.fi�
20



��� ��� �
���	


 �
�

� ��� �

Z
M

ailer
subsystem

s:
“router”

(3)

R
esource

spenditure
is

lim
ited

atthe
router

by
having

long-living
processes

han-
dling

lots
and

lots
ofem

ailover
long

periods
oftim

e.

T
he

routerprocesses
are

running
as

one
taskm

aster(“scheduler”),and
a

farm
of

w
orkers.

T
he

m
ain

inputqueue
area

can
getm

ore
than

one
processing

process,
others

getonly
one.

E
ach

process
aim

s
to

have
as

sm
all

m
em

ory
footprint

as
possible,

w
hich

is
achieved

w
ith

LIS
P

-like
m

em
ory

m
anagem

entstrategies
inside

the
router.
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Z
M

ailer
subsystem

s:
“router”

(4)

T
he

router
is

configured
w

ith
a

script
language

w
hich

greatly
resem

bles
that

of
the2 ¾ ¿

=
2 8 :

a.k.a.
T

he
S

hell.

T
he

router
picks

file
“router.cf”

from
a

w
ell-know

n
location,

and
continues

then
picking

m
ore

configuration
scripts

in
given

order.
O

nce
allare

loaded,
the

task
sequencer

starts
to

call“process”
entrypointw

ith
taskfile

nam
e

as
a

param
eter.
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Z
M

ailer
subsystem

s:
“router”

(5)

T
he

router
script

language
looks

very
m

uch
like

the

2 ¾ ¿
=
2 8 :

script
language

added
w

ith
a

few
odd

quirks
that

m
ainly

are
due

to
having

a
desire

to
run

ev-
erything

w
ithin

one
single

process
–

apparent
pipes

are
run

stage
at

the
tim

e
storing

the
interm

ediate
results

into
m

em
ory

residentbuffers.

S
ystem

has
a

num
ber

of
builtin

functions
including

various
database

access
m

echanism
s.

T
he

system
has

tw
o

extensions
to

2 ¾ ¿
=
2 8 :

:
“ssift”

and
“tshift”,

w
hich

are
like

“case”,
but

m
atched

labels
are

regular
expressions.

T
he

m
eaning

of
dot

(.)
in

“ssift”
is

justany
single

character,w
hile

at“tshift”
itis

R
F

C
-822

token.
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Z
M

ailer
subsystem

s:
“router”

(6)

A
s

the
router

scripts
are

quite
com

plicated,
average

user
w

ill
not

like
to

poke
things

inside
them

.

Z
M

ailer
has

tw
o

(third
on

TO
D

O
list)

configuration
entries

for
facility

selections,
plus

a
setoffiles

for
localsystem

identity
setup.

F
ile

“) ÀÁ/
Â, ÃÁ
Ä 1
2 router.cf”points

by
defaultto

file
“2 769

2 Å
Æ ¿<>
9
4 =Ç

”from
w

hich
the

localsystem
identity

should
be

found
–

ifitdoes
notexist,defaultvalues

are
attem

pted
to

be
supplied.

S
am

e
file

contains
also

a
list

of
transport

protocols
for

externalrouting,
and

on
TO

D
O

listthere
is

sim
ilar

variable
for

internaladdress
analysis

functions,thatis,
various

“aliases”.
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Z
M

ailer
subsystem

s:
“router”

(7)

F
or

m
aking

usage
of

various
m

apping
databases

som
ew

hat
sim

pler,
a

new
fa-

cility
exists.

Itis
called

“dbases.conf”,and
is

located
into

“) ÀÁ/
ÂÈ Á
Ä2 ;¾
2 ”

direc-
tory.

Z
M

ailer
m

anagem
entcom

m
and

“zm
ailer

new
db”

uses
itto

(re)generate
the

databases.

CÉ cUH _TD w
CÉ
IH _QF UM N
PNQ EH

CÉ

Tn
Fo G Hu� DRn
Fo G Hv

CÉ

Tn
G IU
JÊo UH _TÊ JQ IN
Q EH

CÉ

NH�Tn
Ê LM EG U_HÊ MG F UM N
Du PQ OM I
Q _UQDHD pv

CÉ

Tn OU
_H
u M I �
P �v

CÉ

Tn O
_QS Du M I �
P �v KKK

CÉQ _UQDHD

� |kblVf
G IU
J P_Q� YWdj
� WX� Tn
� Q _UQDHD

P_E

CQ _UQDHD

� |kblVf
G IU
J P_Q� YWdj
� WX� Tn
� Q _UQDHD Pr

P_E

O
� T N
Q _UQDHD
� |kblVf
G IU
J P_Q� YWdj
� WX� Tn
� O� T N
Q _UQDHD

P_E

IMRFHDTn

� |kblVf
P
P_

� YWdj
� WX� Tn
� IMRFHD

P_E

F gU
D gMDF

� |kblVf
P
P

� YWdj
� WX� Tn
� _MLQ _NQ EHD

P_E

CF gU
D gMDF
n UNT
� EZ_MLQ _ PPP

P_ PD r]] PH r]]]

RDH ITn

� |kblVf
P
P_Q� YWdj
� WX� Tn
� RDH ITn

P_E
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Z
M

ailer
subsystem

s:
“scheduler”

-
aboutscheduler

role

-
aboutits

com
m

unication
w

ith
transportagents

-
aboutscheduler

configuration

-
aboutresource

controls

-
about“m

ailq”
com

m
unication

channel
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Z
M

ailer
subsystem

s:
“scheduler”

(2)
T

he
role

of
the

scheduler
in

Z
M

ailer
is

to
be

seriously
parallelizing

taskm
aster

to
m

ake
sure

all
recipients

are
getting

evenhanded
handling,

w
hile

still
m

aking
sure

that
nobody

gets
to

be
a

resource
hog.

T
he

scheduler
reads

allm
essage

processing
task

descriptors
from

their
spoolfiles,

and
places

them
into

appropriate
slots

in
the

w
ork-profile

data-structures.

D
epending

on
the

situation
the

scheduler
w

illlikely
im

m
ediately

upon
new

recipient
destination

reception
to

try
to

startdelivery
into

there.
V

arious
resource

usage
lim

itation
controls

m
ay

post-
pone

such
activities,though.

(M
ore

ofthatlatter.)

T
he

scheduler
also

collects
diagnostics

issued
by

the
actualm

essage
delivery

subprogram
s

–
the

TransportA
gents

–
and

issues
delivery

reportm
essages

per
R

F
C

1891-1984
specifications.
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Z
M

ailer
subsystem

s:
“scheduler”

(3)

T
he

scheduler
com

m
unicates

w
ith

the
transport

agents
via

bi-directionalchan-
nel,

w
hich

tow
ards

the
TA

s
sends

com
m

ands
regarding

w
hich

taskfile
to

pick,
and

w
hataddresses

to
process.

From
the

TA
s

to
the

schedulerthere
com

e
status

diagnostics.
U

sually
perm

anent
kind

ofdiagnostics
are

stored
into

the
transport-agenttaskfile,and

the
scheduler

is
m

erely
inform

ed
ofw

hathas
been

done.

F
or

tem
porary/transientkind

ofdiagnostics,the
entire

diagnostic
is

sentfrom
the

TA
to

the
scheduler,and

stored
into

the
schedulerm

em
ory

(n
o

tinto
the

taskfile!).
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Z
M

ailer
subsystem

s:
“scheduler”

(4+
)

-
aboutresource

controls

-
aboutscheduler

configuration

T
he

scheduler
has

tw
o

configuration
files:

-
scheduler.conf

-
scheduler.auth

F
irst

of
w

hich
guides

task
pickup

and
resource

allocations.
P

ath
for

the
second

one
is

param
etrized

inside
the

firstone.

T
he

second
file

contains
“m

ailq”
service

portaccess
autentication

data.
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Z
M

ailer
subsystem

s:
“scheduler.conf”

CC^L gHTR _H I
LM NOU
S R I
QF UM NOU
_H

CCbgH
DL gHTR _H IIHQTDF gU
D OU
_HM N
DFQ IFRG M I� g
H NU
F IHLH U
JHDQ^ d~}^X \D US NQ _

CCfJH I
o L gQ NNH _� gMDFLM En UN
QF UM NUNIHL UG UH N
FQTT IHDDHD� U
__nH
D UO
FHT
F gIMRS g

CF gH
L _QRDHD EQFL gHT UN
F gU
D OU
_H�G UL �UN
S RGG Q IQ EHFH I
DR N
F U_QL _QRDH
F gQF

CDG HL UOU
HDQLM EEQ NT K
fJH I
o F gUN
S U
D OIHH POM IE� U
F g
F gIHH IH� R UIH EH N
FD w

Ce _QRDHDu UKH K
F gH
L gQ NNH _� gMDFG QFFH IN
v DFQ IFQFF gHnHS UNNUN
S M O
Q _UNH K

Ce _QRDH
LM N
FH N
FDu UKH K
F gH
G Q IQ EHFH I
Dv TM N �
F K

CeM EG M NH N
FDQ IH
DHG Q IQFHTn
o � gU
FHDG QLH K

CCË UF gUN
LM EEQ NT � �KKK �
DF IUN
S D� OM __M� UN
S �
JQ IU
Qn _HD �
Q IH �NM� Nw

C
� gMDF EHDDQS H �
D gMDF

C
� L gQ NNH _EHDDQS H �
DL gQ NNH _

C
�Ì j
a~ |dXÍ �f{�JQ IU
Qn _H j
a~ |dXu Q __�f{�JQ IU
Qn _HDDRGG M I
FHT
v

CC{kpcM I
LM EEQ NT
G QF gD� F gH��
LR IIH N
FT UIHLFM I
o �U
D YWdj
kd
{� FQ

C
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“scheduler.conf”

CC{MFH� F gH IH
Q IH
F gIHH �UNT
DM OIHDMR I
LH PG MM __UEU
FQF UM N
G Q IQ EHFH I
D

C� gU
L g
LM N
F IM _� g
H N
QS UJH N
L gQ NNH _ �gMDFG Q UI
u F gIHQTv U
D {a b
FQ �H N

CUN
FM
G IMLHDD UN
S w

CCEQ ZFQ w
u ^HF UN ��
� � �
L _QRDHv

C

~ j
a kWj
G Q IQ EHFH I
_UEU
F UN
S F gH NR EnH I
M O
F IQ NDG M I
F PQS H N
FG IMLHDDHD

C

F gQFF gH
DL gHTR _H I
LQ Ng
QJH IR NNUN
S QFF gH
DQ EH
F UEH K

CCEQ ZL gQ NNH _w

C

^H _HLFM I
L _QRDH
DG HL UOU
LJQ _RH
_UEU
F UN
S gM�
EQ No F IQ NDG M I
F PQS H N
F

C

G IMLHDDHDLQ NnH IR NNUN
S M N� gU
L g
F gHÏÎÎ
L gQ NNH _ ��
G Q IF U
DF gH
DQ EH K

C
lMR EQo DG HL UO
o T U
D PD UEU
_Q I
JQ _RHD OM I
F gHDH
QD�H __K
cM I
H ZQ EG _H

C

o MR EQo RDH
JQ _RH �
`] �O
M I
Q __o MR I �
D EFG �
L gQ NNH _H N
F IUHD� H ZLHG F

C

F gQFo MR�
Q NFQ _�Qo DFM
S RQ IQ NFHH
QF _HQDF OU
JH EM IH O
M I
o MR I
M� N

C
TM EQ UNTH _UJH IU
HD� Q NT
F gRD g
QJH w

C

D EFG � �o MR IKTM EQ UN

C

EQ ZL gQ NNH _ �``

C
dO
F gH
DR EM O
Q __ ÎÎ
EQ ZL gQ NNH _ ��
JQ _RHD UNT UOO
H IH N
FL gQ NNH _DH ZLHHT
D

C

F gQFM O ÎÎ
EQ ZFQ ��
� F gH N ÎÎ
EQ ZFQ ��
JQ _RH� U
___UEU
FF gH
Q EMR N
FM O�M I�

C
TM NH UN
H ZF IH EH
_MQT
D UFRQF UM N
D K
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“scheduler.conf”

CCEQ ZIUN
S w

C

bgU
D _UEU
FDF gH NR EnH I
M O
G Q IQ __H _F IQ NDG M I
FQS H N
FD� U
F gUN
HQL g

C

DH _HLFM ITH OUNU
F UM NK

bgU
DTH OUNHT
F gH
D U[HM O
F gH Vaa jM O

C

F IQ NDG M I
FQS H N
FG IMLHDDHDQJQ U_Qn _H
FM
G IMLHDD UN
S F gH
DH _HLFM I

C

L _QRDH EQFL gUN
S F gH
DH _HLFM IK

CCC PPPPPPPP^M EHH ZFH IN
Q _G Q IQ EHFH I
D PN
Q EH
DFQ IFD OIM E
LM _R EN
]� Q NT
PPPPP

C PPPPPPPPQ _�Qo DnHS UN
D� U
F g �
VW
X WY �
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

CYWdj
t J r
QRF gH N
F ULQF UM NT
QFQnQDH OU
_H IH OH IH N
LH w

CdO
o MRTH OUNH
F gU
Du _U�H
F gHTH O
QR _F U
Dv� Q NT
F gH OU
_HH ZU
DFD�

CDL gHTR _H I
EQ U_� UN
FH IO
QLH
S MHDFM
J rEMTH K

VW
X WY
QRF gOU
_H � �
� MG F� EQ U_� DL gHTR _H IK
QRF g �

CVW
X WYEQ U_� DML � � �
} {dsw
�G QF g� FM� EQ U_� KDML ���

CVW
X WYEQ U_� DML � � �
be Vw
\� � �
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“scheduler.conf”

CC|H O
QR _FG Q IQ EHFH InM U
_H I
G _QFH� OM __M� UN
S JQ _RHDQ IH UN
RDH UN

CQ __MG H I
QF UM N
Q _L gQ NNH _� gMDFL _QRDHD� R N
_HDDMJH IIUTTH NUN
F gH EKK

C
�
� �
UN
FH I
JQ _ �\E

UT
_H EQ Z ��E
CY
Q ZUT
_H O
M I
^ YbV
LM NNHLF UM N
D U
D` EUNRFHD� TM N �
FH ZLHHT
F gQF p

C

Cu } N_HDDD EFG L gQ NNH _nHLM EHDQn U
FD EQ IFH I
M Ng
Q NT
_UN
S U
F KK
v

CCH ZG UIH EHDDQS HDQ OFH I
mT
Qo D� U
F gMRF OR __TH _UJH I
o

H ZG UI
o �mT

C� g
H N
F gH
DL gHTR _H I
S HFDFM
F gHH NT
M O
F gH IHF Io DH� RH N
LH�

CU
FDFQ IFDMJH I
QFDM EH I
Q NTM E
G M UN
F UN
F gH EUTT
_H K
bgH

CNR EnH I
DQ IH O
QLFM I
DM O
F gH
DL gHTR _UN
S UN
FH I
JQ _K

IHF IUHD � �
\\r
m`q \m r\m � �

CNMTH O
QR _F _UEU
FDM N
D UER _FQ NHMRDF IQ NDG M I
FQS H N
FDM I

CLM NNHLF UM N
DFM
QG Q IF ULR _Q Ig
MDF

EQ ZL gQ NNH _ �]

EQ ZIUN
S �r]

CEQ ZFQ �] CjHFF gH
DL gHTR _H I
FM
QRFMTHFH IEUNH
F gH
_UEU
F

Cu LM N
F UNRHDnH _M�
v
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“scheduler.conf”

C ÎÎ�
� � ��
LM N
F UNRHD

CCD �H� U
D EQ ZUER ENR EnH I
M O
F IUHDnH OM IH
F gH IHF Io F UEH U
D

CQ _US NHT
FM
QDFQ NT
Q ITnMR NT
Q Io u DHLM NT
D EMTR _M UN
FH I
JQ _v K

D �H� �
\

CTH O
QR _FR UT
�S UT
M O
F IQ NDG M I
FQS H N
FD

RDH I �IMMF

S IMRG �T
QH EM N

CCWO
_QS FH __UN
S QnMRF� RHRH PM ITH IKK

CQS HM ITH I
MJH IO
HHT �
\`]

Cu LM N
F UNRHDnH _M�
v
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“scheduler.conf”

C ÎÎ�
� � ��
LM N
F UNRHD

CCVMDD Un
_H NU
LH� DHFG IUM IU
Fo JQ _RHD UN
LQDHM NH�
Q NFDFM IR N

CF gH
DL gHTR _H I
QF gU
S gH I
DL gHTR _UN
S G IUM IU
Fo � F gQ NbW
G IMS IQ ED w

CC �
G IUM IU
Fo �
DHFD Wk^a j} bf
JQ _RH� Q NT IH� R UIHDDHFG IUM IU
Fo u rv

CDo DFH E
LQ __K �NU
LH �U
D PP�H __wNU
LHu rv

CCNU
LH �r

CCG IUM IU
Fo �]

CC �
Do DG IUM IU
Fo �
� �Do D NU
LH �
DHFF gH
JQ _RH O
M I
F gH
DL gHTR _H I
G IMLHDD

CU
FDH _O� Q NT
Q IH NMF UNg
H IU
FHT OIM E
F gHTH O
QR _FnM U
_H I
G _QFH
FM

CMF gH I
G Q IQ EHFH In
_ML �D K

CCDo D NU
LH �
Pr

CDo DG IUM IU
Fo � Pr
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“scheduler.conf”

C|H OH IIHTTH _UJH I
o U
D g
Q NT
_HTn
o F gU
DF IQ NDG M I
FQS H N
F K
|H OH II
Q _DQ IH
_M�

CG IUM IU
Fo � nRFF gHo FH NT
FMnR N
L gRG K
bgH
\L gQ NNH _D _MF EHQ NDF gH IH� U
__

CnH
_MFDM O
LM N
FH N
F UM N
� Q NT
Fo G ULQ _L gHL �UN
S UN
FH I
JQ _D� U
__nH
Qn U
F gU
S gH I

CF gQ N� g
QF U
DDG HL UOU
HT
u TRH
FM�
Q UF UN
S OM I
Q OIHH
D _MFv K

g
M _T� �UN

FH I
JQ _ �` E

EQ ZL gQ NNH _ �\

LM EEQ NT �g
M _T
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“scheduler.conf”

CCjMLQ _TH _UJH I
o wOU
_HD�G IMLHDDHD� RDH I
EQ U_

CCVQ IQ EHFH I
_HDD �
_MLQ _� OU
_H � �
� U
__S HFDQ EH
JQ _RHD� QD

C �
_MLQ _�G UG H � �U
EEHT U
QFH _o OM __M� UN
S U
F g
QD p

C_MLQ _� OU
_H �

_MLQ _�G UG H �
UN
FH I
JQ _ �` E

UT
_H EQ Z �� E

Ca IU
S UN
Q __o �H g
QT
m gMR I
H ZG UI
o � nRF UO
o MR I
_MLQ _Do DFH E
S MHDFM

CQ OU
[[u OIHH [HD� F gQF U
Dv�o MR I
_MLQ _EQ U_EQo DFQ IFFMnMR N
LH

CnH OM IH
Q No nMT
o NMF ULHDQ No F gUN
S KKK

H ZG UI
o �mT

C�
Q NF r]L gQ NNH _D _MFD� nRFM N
_o M NH �
a^ b

EQ ZL gQ NNH _ �\`

EQ ZIUN
S �`

CC|M YdY
f
FH ZF�G _Q UN
ht RMFHT
PVIUN
FQn _H
P�FH ZF�G _Q UN

h q kdb

CLM N
JH I
D UM N
M NO
_US gF p
u eQ N �
FRDH
e lX}^� NM I
VXae YWdjg
H IH pv

LM EEQ NT � �
EQ U_nM Z
Pq �
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“scheduler.conf”

CCbgU
D O
Q __nQL � �
_MLQ _� � �
LQ NnHRDHT
FM
o UH _TT UOO
H IH N
F _MLQ _

CTH _UJH I
o EHL gQ NU
D E
PPEQ U_nM Z

� e Y}Lo IRD dYWV
DH I
JH I
�G IML EQ U_

CCbgH
_QFFH I
F�M
LQ NNMFTMTH _UJH IU
HDFMH ZG _UL UF OU
_HD�G UG HD�

CF gRDo MR NHHT
F gH �
_MLQ _� OU
_H � �
Q NT �
_MLQ _�G UG H � �
QnMJH K

C_MLQ _� �UN
FH I
JQ _ �` E

UT
_H EQ Z �� E

Ca IU
S UN
Q __o �H g
QT
m gMR I
H ZG UI
o � nRF UO
o MR I
_MLQ _Do DFH E
S MHDFM

CQ OU
[[u OIHH [HD� F gQF U
Dv�o MR I
_MLQ _EQ U_EQo DFQ IFFMnMR N
LH

CnH OM IH
Q No nMT
o NMF ULHDQ No F gUN
S KKK

H ZG UI
o �mT

C�
Q NF r]L gQ NNH _D _MFD� nRFM N
_o M NH �
a^ b

EQ ZL gQ NNH _ �\`

EQ ZIUN
S �`

Cu LM N
F UNRHDnH _M�
v
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“scheduler.conf”

C ÎÎ
_MLQ _� � ��
LM N
F UNRHD

CC|M YdY
f
FH ZF�G _Q UN
ht RMFHT
PVIUN
FQn _H
P�FH ZF�G _Q UN

h q kdb

CLM N
JH I
D UM N
M NO
_US gF p

LM EEQ NT � �
EQ U_nM Z
Pq �

Ca I� U
F g
e lX}^DH I
JH I
F gH O
M __M� UN
S EU
S gFTM w

CLM EEQ NT � �
D E
PqL� L gQ NNH _Lo IRD �

Ca I� U
F gVXae YWdj
QDF gH
_MLQ _TH _UJH I
o QS H N
F w

CLM EEQ NT � �
D E
PqL� L gQ NNH _G IML E �
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“scheduler.conf”

CD EFG ZU
DQL gQ NNH _� g
H IH
F gHTH _UJH I
o U
DTM NH� U
F gMRFL gHL �UN
S QF YsHDh

CI
QF gH I
M N
_o M NW
� WWWW
u QTT IHDDv H N
F IUHD w

D EFG Z� �EQ ZL gQ NNH _ ��
]

EQ ZIUN
S �\]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PLD EFG Z
PZ
PD �

C^M EHF UEHD�H EQo �
Q NFFM V} {b
Q __MRFFM
DM EH� g
H IH� U
F gMRF IHS Q IT UN
S

CM N� g
QFF gH IMRF UN
S DQ UT w

CCD EFG � �
C

EQ ZL gQ NNH _ �\��

C

EQ ZIUN
S �`

C

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
Pc

x \� rK
q� K
\rm Kr`y P_�Ì j
a~ |dXÍ� D EFG KG R N
F �
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“scheduler.conf”

CbgU
D U
DQ cW
^ bfsVd
X l
FHDFLQDH KK
Ë U__Q _�Qo DLQRDHnMR N
LH� n
F� K

Cu F gMDH EQL gUNHDQ IH
L UDLM IMRFH I
D� � gU
L gTM N �
F g
QJH
D EFG PDH I
JH I
D KK
v

D EFG � � PS � KO
R NHF KOU

EQ ZL gQ NNH _ �]

EQ ZIUN
S �`

H ZG UI
o �\E

UN
FH I
JQ _ �\`D

IHF IUHD � �
\ �

D �H� �
\

LM EEQ NT � �
D EFG PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KIRFS H I
D KHTR

EQ ZL gQ NNH _ �\��

EQ ZIUN
S �\]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KHTREQ ZL gQ NNH _ �\��

EQ ZIUN
S �r]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �
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“scheduler.conf”

D EFG � �K
LM EEQ ZL gQ NNH _ �\��

EQ ZIUN
S �m]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KR �EQ ZL gQ NNH _ �\��

EQ ZIUN
S �q

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �K
LQEQ ZL gQ NNH _ �\��

EQ ZIUN
S �\]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KÌ DH� T �
� UD� NMÍ

EQ ZL gQ NNH _ �\��

EQ ZIUN
S �r]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KTHEQ ZL gQ NNH _ �\��

EQ ZIUN
S �\]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �
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“scheduler.conf”

D EFG � �K
S MJEQ ZL gQ NNH _ �\��

EQ ZIUN
S �`

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KEU
_EQ ZL gQ NNH _ �\��

EQ ZIUN
S �`

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

D EFG � �KNHFEQ ZL gQ NNH _ �\��

EQ ZIUN
S �\]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD P_�Ì j
a~ |dXÍ� D EFG KNHF �

D EFG � �KM I
SEQ ZL gQ NNH _ �\��

EQ ZIUN
S �\]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �
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“scheduler.conf”

CË UF gUN
c} {fb�H g
QJH
Qn U
F _M N
S H I
H ZG UI
o KK

D EFG � �OR NHF KOU
EQ ZL gQ NNH _ �\��

EQ ZIUN
S ��

CEQ ZFQ �r

UN
FH I
JQ _ �\] E

IHF IUHD � �
\\r
m`q \m r\m � �

D �H� �
\

C|M caXe f|YdY
f PTHLMT UN
S UN
FM
e Pb Pfw
q kdb

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �

CË UF gUN
MR I
M I
S Q NU
[QF UM N�H
LQ IH EM IH
QnMRFDG HHT
Q NT
LQG QL UFo F gQ N
LM NNHLF UM N
D

CbgH EQ ZL gQ NNH _JQ _RH
D gMR _TnH
_Q IS H I
F gQ N
F gH
JQ _RHRDHTn
o D EFG � �� FM
QJM UT

CDM EH
G MFH N
F UQ _DFQFH
Q NT
G gQDH
G IMn
_H ED UN
F gH
� RHRHD K

D EFG � �KOUEQ ZL gQ NNH _ �\��

EQ ZIUN
S �r]

UN
FH I
JQ _ �\] E

IHF IUHD � �
\\r
m`q \m r\m � �

D �H� �
\

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �
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“scheduler.conf”

CCbgHDH EHDDQS HD� U
__S MM N
_o UN
FM
F gH
� RHRH� Q NT NHHT
H ZG _UL UF

C^ YbVEHT U
QFHT
fbX {IH� RHDF� nH OM IH
F gHo nHLM EH O
_RD gHT
MRF K

CD EFG PHF IN
� �EQ ZL gQ NNH _ �\��

EQ ZIUN
S �r]

UN
FH I
JQ _ �\g

IHF IUHD � �
\r �

� RHRHM N
_o

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD PL� L gQ NNH _ P_�Ì j
a~ |dXÍ� D EFG PHF IN��

CeM NNHLF UM N
DFM
F gHMRFD UTH
D gMR _T N �
FTRG _ULQFHH OO
M I
FDM�HM N
_o Q __M�
M NH

CG H ITHDF UN
QF UM NK

D EFG � �
EQ ZL gQ NNH _ �\��

EQ ZIUN
S �`]

LM EEQ NT � �
D EFG P^� MG F� EQ U_� D EFG PF _D KLM NO
PD �
C P_�Ì j
a~ |dXÍ� D EFG �
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“scheduler.conf”

CfIIM I
EHDDQS HD K
|H _UJH I
o LQ NnH IHF IUHT
QF _H U
DR IH K

H IIM I
� �UN

FH I
JQ _ �` E

UT
_H EQ Z �rE

EQ ZL gQ NNH _ �`

LM EEQ NT �H IIM IEQ U_

C}}e VTH _UJH I
o K
bgH �
D E �
F IQ NDG M I
FQS H N
FG UL �DF gH OUI
DF gMDF U
FDHHDQ NT

C� U
__DH _HLF OR I
F gH IIHL UG UH N
FQTT IHDDHD� U
F g
F gQF gMDFM N
_o K
ËH
FH __

CF gH
DL gHTR _H I
F gU
D� U
F g
F gH��n
o gMDF �nMM _HQ N� FM
QJM UT
QDFQSS H IHTTH _UJH I
o

CH OO
HLF UO
F gH
DL gHTR _H Ig
QDFMT U
DLMJH I
F gU
DM NU
FDM� NK

RRLG � �

EQ ZL gQ NNH _ �`

LM EEQ NT � �
D E
PqL� L gQ NNH _RRLG �

C{H�
DTH _UJH I
o K�MDF NQ EH U
DQ _�Qo DF gH
DQ EH g
H IH K

RDH NHF� �

EQ ZL gQ NNH _ �r

LM EEQ NT � �
D E
PqL� L gQ NNH _RDH NHF �

C} ke fW
{sK�
]]S QFH�
Qo K
^HH
LM EEH N
FQF}}e VK

HQ N� �

EQ ZL gQ NNH _ �\

LM EEQ NT � �
D E
PL� L gQ NNH _HQ N �
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“scheduler.conf”

CkU
F kRL �HFL gQ NNH _

n U
FnRL �HF� �

EQ ZL gQ NNH _ �\

LM EEQ NT � �
D E
PL� L gQ NNH _n U
FnRL �HF �

D EFGS � P�� �

EQ ZL gQ NNH _ �m]

EQ ZIUN
S �m]

LM EEQ NT � �
D E
PqL� L gQ NNH _� L gQ NNH _ �
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“scheduler.conf”

Ckdb{fbTH _UJH I
o EHF gMT
D

TH OI
F \� �EQ ZL gQ NNH _ �m

LM EEQ NT � �
D E
PL� L gQ NNH _TH OI
F \ �

n
D EFG m� �EQ ZL gQ NNH _ �m

LM EEQ NT � �
D E
PL� L gQ NNH _n
D EFG m �

n
D EFG m NT
� �EQ ZL gQ NNH _ �m

LM EEQ NT � �
D E
PL� L gQ NNH _n
D EFG m NT �

n
D EFG m IO
L� �EQ ZL gQ NNH _ �m

LM EEQ NT � �
D E
PL� L gQ NNH _n
D EFG m �

n
D EFG m NT IO
L� �

EQ ZL gQ NNH _ �m

LM EEQ NT � �
D E
PL� L gQ NNH _n
D EFG m NT �
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Z
M

ailer
subsystem

s:
“scheduler/m

ailq”

T
he

scheduler
has

so
called

“m
ailq”

service
port

listening
for

adm
inistrative

in-
terface

connections.

E
arlier

days
itw

as
justlisting

severalin-core
tables

w
hoever

w
anted

to
know

.

T
hese

days
the

“m
ailq-v2”is

fully
capable

to
execute

various
adm

inistrative
func-

tions,leastofw
hich

are
“m

ailq”
queue

displays.

D
ue

to
the

inherent
security

problem
s

in
this

kind
of

interfaces,
an

A
P

O
P

-like
userauthentication

has
been

added
to

the
protocol,and

each
contacting

address
can

be
m

atched
againstIP

-address/m
ask

address
m

ask
(IP

v4
and

IP
v6).
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Z
M

ailer
subsystem

s:
“m

ailq
-Q

”

T
he

m
ailq

is
Z

M
ailer’s

toolfor
asking

scheduler’s
queue

status.

A
sking

queue
overview

:

NU
L PrK
]m CEQ U_� Pt

D EFG � �K
LM E� ]

D EFG �S M _OH I
D _UDF KLM E� ]

X �\W �z �
t W �
\T r] g

D EFG � F gHS Q En
_UN
S IHG M I
F KLM E� ]X �\W �z`t W �
\T r] g

bgIHQTD wrY
DS D wrVIMLD w
] dT
_H w
] V_UEw
\� c_UEw
\` b_UEw
\

D EFG � �OR NHF KOU
� ]

D EFG � J UTHM _Qn PH KO
R NHF KOU
� ]
X �\W �
`�
Ë �\]�]�Dt W �rT r\Em �D

bgIHQTD w
\Y
DS D w
\VIMLD w
] dT
_H w
] V_UEw
�
c_UEw
\` b_UEw
m

iUT
D w
\dT
_H w
\Y
DS D w
z
bgIT
D w�
XLG NFD w
z
}G F UEH w
\�T
\] EqD

Y
DS D UN
\`]zmMRF \`]`�
DFM IHT
z
XLG NFD UN
r�
\m�MRF r�
\mmDFM IHT
z
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Z
M

ailer
subsystem

s:
“m

ailq
(no

-Q
)”

T
he

m
ailq

is
Z

M
ailer’s

toolfor
asking

scheduler’s
queue

status.

A
sking

the
individualm

essages:

NU
L PrK
]m CEQ U_�

D EFG �S M _OH I
D _UDF KLM Ew

t � rqz� �
P\� \r� w

u z �
F IUHD� H ZG UIHD UN
\Tm gv�

D EFG h `]]u LM NNHLFFM
DG Q EEU
F KLM E
x r�K
rq K\]] K\r`É r`É \�m K\zz K
] K\�`É zmq \\y w
�

eM NNHLF UM N
F UEHT
MRFv

D EFG � F gHS Q En
_UN
S IHG M I
F KLM Ew

i� \r�
mq P\� \rq w
u z`F IUHD� H ZG UIHD UN
\Tm gv�

D EFG h `]]u LM NNHLFFM O
RFR IHD UFH KIHS UDFH IK
LM E
x r]� Kz� K
`] Kr]mÉ r`É \�m K\zz K
] K\�`É �`qm �y w
�

eM NNHLF UM N
F UEHT
MRFv

D EFG � J UTHM _Qn PH KO
R NHF KOUw

i� rq� \� P\� \r� w
u \�
F IUHD� H ZG UIHD UN
rm grq Er\Dv�

D EFG h `]]u LM NNHLFFM
J UTHM _Qn PH KO
R NHF KOU
x \�m K\zz K
] K`]É r`É \�m K\zz K
] K\�`É zmq] ry w
�

eM NNHLF UM NIH ORDHT
v
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Z
M

ailer
subsystem

s:
“scheduler.auth”

CCWVa V P_U�H
QRF gH N
F ULQF UM N
LM N
F IM _OU
_H O
M I
F gH �Y
Q U_H I
DL gHTR _H IK

CCcUH _TDQ IHTMRn
_H PLM _M N
u �w �
v DHG Q IQFHT
� Q NT
Q IH w

C
P}DH IN
Q EH

C
PVjWd
{bfsbVW
^^ËaX |u � gU
L gERDF NMF g
QJHTMRn
_H PLM _M NUNU
F pv

C
PfN
Qn _HT
QFF IUnRFHDu FM �H N
D� DG QLH
DHG Q IQFHT
v

C
PdV
QTT IHDD W
e jEQD �D

CC|H O
QR _F PQLLMR N
F OM I �EQ U_� �U
D �NMnMT
o �� U
F g
G QDD�M IT �NMnMT
o �K

CbgUIT OU
H _T U
DQFF gH EM EH N
FQËaX id
{VXa~X f^^ p

CC^ fe}X dbl
{a bfw

C
aË {fX w

IMMF

C
VXa bfe bd
a {w
]z]]

CCW
FF IUnRFH
FM �H N
D w

C
Wjj

�H __� Q� U
_T PLQ IT
H N
Qn _UN
S HJH I
o F gUN
S

C

^ {YV
�

^ �aË^ {YV �

C

tt
�

^ �aËt } f} f
^ �aX b �

C

bb
�

^ �aËt } f} fb�
X fW
|^ �� �
^ �aË b�
X fW
|L gQ NNH _� gMDF �

C

fbX { �
fbX {HF IN
Ê DF IUN
S �

C

idjj
�
idjj
b�
X fW
|L gQ NNH _gMDF �� �
idjjY
^~
DG MM _UT �



��� ��� �����

m
atti.aarnio@

sonera.fi�
32-a



��� ��� �
���	


 �
�

� ��� �

“scheduler.auth

NMnMT
o wNMnMT
o w^ {YV
tt bbfbX {wx UG Jz www
\y� \rq� x \r� K
] K] K\y� m r� x \� �K
r` rK�
] K\z ry� m r

C�QFL gH Iw
[[[[[w^ {YV
tt bbfbX {wx \r� K
] K] K\y� m r

CIMMF w[[[[[[[wWjjw
x \r� K
] K] K\y� m r

HF INw
[[fbX {[[wfbX {wx ] K] K] K]y� ]� x UG Jz w
] ww
]y� ]
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Z
M

ailer
subsystem

s:
TransportA

gents

T
he

Transport
A

gents
are

a
collection

of
program

s
intended

to
be

driven
by

the
scheduler

to
perform

processing
for

the
routed

resultaddresses.

T
hese

program
s

w
illproduce

diagnostics
according

to
system

internalprotocols
for

each
processed

recipientaddress.


��� ��� �����

m
atti.aarnio@

sonera.fi�
33



��� ��� �
���	


 �
�

� ��� �

Z
M

ailer
TA

subsystem
s:

“m
ailbox”

T
he

m
ailbox

is
Z

M
ailer’s

localdelivery
subsystem

used
in

norm
alcases

for
driv-

ing
deliveries

to
pipes

and
files

(like
to

norm
alU

N
IX

m
ailbox).

U
nder

som
e

circum
stances

delivery
to

user’s
m

ailbox
can

be
done

via
different

system
-w

ide
setup,

like
via

“procm
ail”,

or
“cyrus”.

S
ee

“local/*”
clause

at
the

“scheduler.conf”
file

for
exam

ples,and
below

for
sm

program
.

T
his

program
has

no
configuration

file
for

itself.
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Z
M

ailer
TA

subsystem
s:

“sm
”

T
he

sm
program

is
transport

agent
for

driving
various

program
s

w
hich

are
as-

sum
ing

thatthey
are

driven
under

the
sendm

ail(8)’s
“À

”
(m

ailer)
specifications.

In
the

default“scheduler.conf”
file

there
are

severalexam
ples

ofsuch
usages.

T
his

program
has

its
ow

n
configuration

file:
“sm

.conf”.
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Z
M

ailer
TA

subsystem
s:

“sm
tp”

T
he

sm
tp

program
is

transportagentfor
m

oving
the

em
ailoutofthe

system
via

the
S

M
T

P
protocol.

A
llfeatures

w
hich

are
supported

at
the

sm
tpserver

are
also

supported
here

for
outbound

em
ail.

T
his

program
can

also
use

S
S

L/T
LS

protocolto
com

m
unicate

w
ith

rem
ote

node,
and

thus
to

encrypt
the

transfer
session

hiding
m

essage
content

and
receivers

from
w

eak
eavesdroppers.

W
hen

using
S

S
L/T

LS
m

ode,
the

program
needs

a
configuration

file
telling

param
eters

for
the

used
crypto

subsystem
.

(M
ainly

info
aboutthe

keys,and
certificates.)
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Z
M

ailer
TA

subsystem
s:

“error,hold”

T
he

error
transportagentconstructs

error
m

essages
from

canned
data

m
aterial

—
to

be
used

in
unusualcases

needing
canned

error
reports.

T
he

hold
transport

agent
w

illrecycle
the

m
essage

back
to

the
router

after
con-

dition
likely

causing
the

problem
during

m
essages

previous
round

via
router

has
becom

e
solved.

Z
M

ailer
used

to
do

a
lotofe.g.

D
N

S
lookups

atthe
router

before,and
hold

w
as

the
w

ay
to

handle
tim

eouts
in

the
lookups.

N
ow

adays
itis

needed
very

rarely.
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Z
M

ailer
A

dm
inistrative

tools

F
or

system
m

anagers
use

the
Z

M
ailer

suite
has

couple
oftools:

@

“zm
ailer.sh”

(a.k.a.
“zm

ailer”)
com

m
and

w
hich

is
alltogether

the
S

ystem
V

Initscriptfor
the

system
,and

com
m

and
interface

for
various

subm
odules

@

“new
db”

is
scriptw

rapper
for

“m
akedb”

@

“new
dbprocessor”

is
w

hat
“zm

ailer
new

db”
runs

w
hen

it
sees

configuration
file:

“$M
A

ILV
A

R
/db/dbases.conf”,

otherw
ise

that
sam

e
program

does
a

set
ofclassicalpre-determ

ined
db

setups.
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Z
M

ailer
A

dm
inistrative

tools
(2)

@

“m
anual-expirer”

is
tool

for
m

anagers
having

hundreds,
or

thousands
of

em
ails

to
som

e
destination,and

w
anting

to
getrid

ofthem
allin

one
go.

@

“new
aliases”

and
“new

fqdnaliases”
are

scripts
calling

“new
db”

w
ith

suitable
param

eters
to

regenerate
“aliases”and

“fqdnaliases”alias
databases.

S
em

i-
obsoleted

by
“new

dbprocessor”.

@

“m
boxpath”

is
system

helper
in

case
adm

in
w

ants
to

scatter
classicalU

N
IX

m
ailspooldirectory

(“/var/spool/m
ail/”)located

m
ailboxes

into
subdirectories.

S
ee

“m
ailbox”

docum
entation.
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Z
M

ailer
A

dm
inistrative

tools
(3)

@

“vacation”
–

w
ell,an

obvious
thing,isn’tit?

@

“policy-builder.sh”
rebuilds

sm
tpserver

input
policy

filter
control

database
from

its
com

ponents.

@

“sm
tpserver-log-parser.pl”

–
can

assist
picking

entire
incom

ing
S

M
T

P
ses-

sions
from

the
logfile

(ifits
collection

is
active)w

ith
regularexpression

m
atch-

ing.
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